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State Chief Information Officer Statement

Statement by Calvin
Rhodes, State of
Georgia, Chief
Information Officer

The state of Georgia’s IT landscape is vast. Business needs across the
enterprise are diverse, and finding the right solutions to support effective
government services is critical. Georgians must be able to access their state
government in a manner that is responsive, secure and stable. State
workers must be able to work efficiently and meet citizens’ expectations.

The state’s $600 million technology enterprise achieved a higher level of
maturity in 2013. This report offers insight into how technology supports
state services and how new investments are delivering results for state
agencies in innovative and sustainable ways.

Progress depends on a confluence of necessary resources - staff, industry
partners, appropriate management disciplines and technologies. The work is
painstaking: every option must be evaluated with an eye toward reducing
risk and complexity; enterprise standards must be applied and maintained;
and relationships with vendors and agency partners must be managed.

Implementation of the state’s ongoing IT transformation continued to be a
major focus in 2013. Ours is the largest state IT modernization going on in
the nation today. Through the Georgia Enterprise Technology Services
program, we have built a reliable and stable platform for new systems and
technology driven innovation that could not have been achieved with the old,
fragmented approach to technology. We moved beyond the 75% point in
transformation in 2013, and we are on track for 95% completion by the end
of 2014. The program is yielding useful data about costs and consumption of
technology services that allows the state to make fact-based decisions while
managing costs.

Ensuring that citizen data is secure must always be an emphasis for the
state. GTA’s coordinated, enterprise-focused approach to IT security remains
essential as cyber-crime continues to threaten IT systems throughout the
country. The state has significantly improved its security posture, and we
address risks and exposures every day. Vigilance is required as we face
ever-changing attacks from nation-state sponsored cyber-terrorism and
organized cyber-crime.

As we work with our state agency partners to mature the IT enterprise and
support them in serving Georgians, the delivery of IT services and projects
demands our continued attention. I believe you will find in this report both
evidence of commitment and examples of progress.
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Purpose

The State IT Annual Report conveys the current state of technology in
Georgia state government as assessed by the State Chief Information Officer
(CIO). The report is also a requirement listed within the enabling legislation
of the Georgia Technology Authority (GTA). The Annual Report is intended to
provide information to state leaders to help them make informed decisions
about investments in technology.

The report represents IT for the state's executive branch agencies only. The
report does not include information regarding IT matters in the legislative
branch, judicial branch or the University System of Georgia. The data used to
create the report is provided by executive branch agencies and data feeds
from enterprise systems of record. The data is compiled by GTA and reflects
the efforts of the State CIO to improve technology use in support of the
operation of state government. The Annual Report contains the following
major sections:

CIO Statement
Executive Summary
Governor’s Goals
Current State
Stakeholder Value

IT Governance

IT Strategy

IT Financial Management
Appendix
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Executive Summary

This report highlights a range of topics dominating the state of Georgia’s
information technology landscape:

Current State of IT. Through a more rigorous review of technology
consumption and spending, we have determined that the state of Georgia’s
administrative branch of government is spending close to $600 million each
year on technology see Enterprise IT Spend, p.18. As the state moves to a
consumption-based financial model from a capital-based spend model, the
shape of the technology portfolio is shifting and becoming more transparent
see IT Investment Management, p 21. New IT investments and projects
continue to exceed industry averages in terms of successful delivery see
Project Delivery Effectiveness, p. 25. A significant amount of the planned IT
transformation has been completed see Georgia Enterprise Technology
Services, p 27. A new initiative is under way to enhance the service delivery
quality and experience, while continuing to provide quality IT services at
market rates see GETS+ Enterprise Services Made Better, p 30. The focus on
training and education will extend into 2014. The state’s Georgia.Gov
enterprise portal moved to a new content management system, Drupal, in
the 2012-2013 timeframe and has seen a dramatic increase in mobile traffic
through the use of responsive web design see Portal p. 36.

Stakeholder Value. State agencies are in alignment with Governor Deal’s
goals, and one can see significant improvements in the way citizens engage
with and consume state services see Stakeholder Value p. 44. The way the
state plans, collaborates and manages the enterprise IT portfolio see IT
Governance p. 61 continues to mature and drive important changes to state
services, especially in the increasingly important areas of broadband,
spectrum management, geographical information systems, data lifecycle
management and portfolio management.

CyberSecurity. This continues to be a focus area, especially for risk
management and continuous monitoring see Georgia’s Information Security
Program p. 78. Georgia state agencies are strengthening their security risk
profile and ability to handle computer threats and emergencies see The
Future of Georgia’s Security p. 85. Related to these activities are the ongoing
emphasis on business continuity see Business Continuity p. 86 and newly
evolving efforts to reduce waste, fraud and abuse see Waste, Fraud and
Abuse p. 87 and protect citizen privacy see Georgia Privacy Program p. 88.

IT Financial Management. Consumption management tools are helping the
state to better track IT costs and to forecast future spending see IT Financial
Management p. 90, with the goal of enabling greater transparency and
management of limited IT dollars. While the state’s financial health has
steadily improved since 2008, agencies still face challenges in meeting the
needs of the state and its citizens. The use of a technology roadmap see
Technology Road Map p. 96 and a cohesive IT strategy will leverage and
enable technology for key areas of need: business processes, workforce
mobility, citizen access, cloud services, and data management. Couple this
with a modern, transformed IT infrastructure and network see Service
Provider for Infrastructure p. 102 and see Service Provider for Network p.
106, and Georgia will be a leader in the use of technology for the effective
and efficient delivery of government services.
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Governor’'s Goals

Technology supports
state agency
alignment to Governor
Deal’s strategic goals
for the state.

Governor Nathan Deal’s vision for the State of Georgia is "A lean and
responsive state government that allows communities, individuals and
businesses to prosper”.

Georgia government supports economic prosperity through a structure of
government goals intended to ensure Georgia’s success through education,
health, safety, business growth, transportation and sound government.

Goals:

Educated

Mobile

Growing

Healthy

Safe

Responsible and Efficient Government

Educated

Because strong schools are the only proven route to tomorrow’s good jobs,
Georgia government is focusing on producing well-prepared students who are
life, college and work-ready. The Educated Goal focuses on requirements to
prepare students to compete nationally and internationally.

Governor’s Strategic Goals for Educated:

e Increase the number of students reading at grade level by the
completion of 3rd grade - a strategic benchmark for lifelong learning.

e Increase the percentage of students who hold a postsecondary
credential.

e Improve and expand science, technology, engineering and
mathematics (STEM) education.

e Identify and implement innovative strategies that increase teacher
effectiveness and student achievement.

e Increase the percentage of high school graduates who are college and
career-ready.

e  Empower citizens with public school options and local flexibility for
the purpose of improving student achievement.

Mobile

Economic development requires the continued ability to move people and
goods efficiently. A transportation infrastructure is key to economic
competitiveness, and Georgia's transportation network — including airports,
highways, rail lines and ports — has always been a selling point. The Mobile
Goal strives to prioritize transportation investments to ease congestion and
improve population mobility.

Governor’s Strategic Goals for Mobile:

e Improve the movement of people and goods across and within the
state.

e Expand Georgia’s role as a major logistics hub for global commerce.

e Leverage public-private partnerships and improve intergovernmental
cooperation for successful infrastructure development.

15




Growing

The Growing Goal supports the creation of jobs and growing businesses. The
state of Georgia believes that its economic development requires dependable
water supplies as well as a competitive business environment with access to

capital for start-ups and growing businesses.

Governor’s Strategic Goals for Growing:

e Implement strategic tax and regulatory reforms that make Georgia
more competitive.

e Promote small business growth and entrepreneurship.

e Maximize access to capital for startups and growing businesses.

e Conserve and enhance natural resources, with an emphasis on
increasing state water supplies and security.

Healthy

Improving the health and wellness of Georgians is essential to promoting our
state as a great place to live, work and play. Economic development requires
a well-managed healthcare delivery system providing positive outcomes and
contained costs. While Georgia is home to excellent healthcare institutions
and practitioners who are pioneering new advances in medical research and
clinical care, the Healthy Goal recognizes that it needs to address growing
demand on the healthcare system, finding innovative ways to attract and
retain highly qualified providers to our state.

Governor’s Strategic Goals for Healthy:

e Reduce childhood obesity in Georgia.
e Increase access to health services throughout the state.
e Increase consumer choice and personal responsibility in health care.
e Improve access to treatment and community options for those with
disabilities.
Safe

Georgia government is striving to identify and implement innovative
strategies and solutions to better execute on the core mission of government
to protect its citizens. In addition, Georgia’s economic development requires
healthy, safe communities. The Safe Goal drives toward common-sense laws,
well-trained and well-equipped law enforcement agencies and an efficient
judicial system. Georgia government is also concerned with delivering a
comprehensive, statewide solution that addresses illegal immigration and the
burden it is creating on our correctional, educational and healthcare assets.

Governor’s Strategic Goals for Safe:
e Implement alternative sentencing options to improve offender
rehabilitation.
e Promote successful offender re-entry and compliance.

e Reduce injury and loss of life on Georgia’s roads.
e Promote safe communities and stable families where children thrive.

Responsible and Efficient Government
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The Responsible and Efficient Goal recognizes that many state agencies do
not have a direct role in providing state services, but rather have a support
role for other agencies. The Responsible and Efficient Goal encompasses
functions such as human resources, fiscal services and information
technology.

Governor’s Strategic Goals for Responsible and Efficient Government:

Maintain Georgia’s AAA bond rating.

Increase the availability of state services through innovative
technology solutions.

Build and maintain a quality state government workforce.

Focus state resources on essential services and employ enterprise
solutions.

Enlist community support and public-private partnerships to leverage
available resources.
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Current State

The current state of Georgia's Information Technology (IT) is one that is in
transformation. The state for many years had a non-integrated environment
that is difficult to understand or use. The state is making improvements to IT
while controlling costs and continuing to support the various functions
performed by the state; in Georgia, almost all state functions performed use
IT.

IT Investment Tracking

New tools provide the
ability to do better

capacity management
of IT resources,; costs
are more transparent.

The GETS program
ensures a clear
understanding of
infrastructure and
network costs.

The state of Georgia spends a large sum of money every year on information
technology, including services, equipment, application development and
maintenance, and personnel. However, determining exactly how much is
spent, where the money goes, and what taxpayers are getting in return is
difficult. Coupled with this challenge is the need to understand whether
Georgia is receiving value for the dollars invested in information technology.

The General Assembly has charged the Georgia Technology Authority (GTA)
with compiling information from state agencies about their IT expenditures
and presenting a report to state leaders every year (see 0.C.G.A. 50-25-
7.10). With comprehensive and accurate information, state leaders can
make facts-based decisions about the allocation of limited state resources to
support technology.

In FY 2013, GTA implemented a new tool called the State Annual Report
Register (STARR) to collect data about IT expenditures from the agencies.
STARR changed the way information is requested. In the past, data on IT
expenditures was based on high-level accounts from the state’s financial
system. With STARR, information is requested by application, infrastructure
and network. As a result, the state’s IT financial picture is clearer this year
than in past years.

The state has a more comprehensive understanding of the cost of
infrastructure and network services than it does for applications.
Infrastructure and network services are provided through the Georgia
Enterprise Technology Services (GETS) program. Under GETS, Georgia is
able to measure consumption and value through detailed reporting for all
agency users of infrastructure and network services (see IT Financial
Management).

Enterprise IT Spend

The following graph depicts the most comprehensive summary available of IT
expenditures by application, network and infrastructure in FY 2013.

18




Enterprise spend by cost category

i Infrastructure Network Application
Enterprise IT Spend $181,261,215 $67,309,829 $300,419,470

600,000,000
500,000,000

B Aoplication
B tetwork
B Infrastructure

400,000,000

300,000,000

200,000,000

100,000,000

0

B Application 55.39% & Fiscal Year
. Infrastructure 32.45%
. Mebwark 12.16% Fiscal Year © @  Infrastructure Network Application Total

2013 $181,261,215 £67,900,829 309,419,470 $558,590,513

Approximately $560 | Agency participation in IT expenditure reporting
million was spent in
FY 2013 on IT. Not all state agencies are required to report their IT expenditures, and the
number of reporting agencies actually declined from 74 in FY 2012 to 50 in FY
2013.

What led to the decline?

The agencies in Appendix A with N/A in the “Reported 2013” column did not
submit reports because:
e They no longer exist
e Their expenditures were included in the report from an agency to
which they are administratively attached
e They are attached to one of the state’s constitutional agencies, which
are exempt from filing expenditure reports

Other state entities that are exempt from reporting requirements include
some with large IT expenditures, such as the University System of Georgia.

While the number of state agencies that are required to submit expenditure
reports declined in FY 2013, the rate of agency compliance increased. A total
of 45 out of 50 agencies submitted a report, or 90%, which compares to 80%
in FY 2012. However, commissioners in only 39 agencies, or 78%, signed off
on their agency’s submission.

Agency Participation Year to Year

FY2011 FY2012 FY2013
Agencies Required to Report 74 74 50
Agencies that Reported 59 59 45
Percentage 80% 80% 90%
Agencies Not Required to Report 15 15 14
Agencies that Reported Voluntarily 4 5 5
Percentage 27% 33% 36%
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Applications
accounted for 55% of
IT spend in FY 2013

Did IT expenditures actually decline in FY 2013?

Participating agencies spent almost $560 million on technology in FY 2013,
significantly less than the $733 million reported in FY 2012. The difference
is attributable to:

e Less spending on applications

e More accurate reporting due to a change in requirements and use
of the STARR tool

e Lack of consistency in reporting for some categories

GTA is working with the agencies to increase both the quantity and the
quality of data received.

The table below shows the dollars invested in state IT operations at
participating agencies for FY 2013. It also provides related data to identify
an increase or decrease from the preceding year.

Dollars Invested in IT Operations

2013 FY2011 FY2012 FY2013 Year over

State Year

Overview Increase
/(Decrease)

Infrastructure and Network

Applications Support

Total:
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Total: $187,122,666 | $214,586,602 | $249,171,043 | $34,584,442

Total: $860,543,420 $519,027,892 | $309,419,470 | ($209,608,442)
Aggregated | $1,047,666,086 $733,614,494 | $558,590,513 | ($175,023,980)




IT Snap Shot

Georgia is moving from
a fragmented IT
service model to an
integrated yet
federated, shared-
service model based
on consumption.

The current state of Georgia's Information Technology (IT) is one that is in
transformation. The state for many years had a non-integrated
environment that is difficult to understand or use. The state is making
improvements to IT while controlling costs and continuing to support the
various functions performed by the state; in Georgia, almost all state
functions performed use IT.

As the state transforms IT, agencies begin to have a better grasp of what
their IT infrastructure costs. New tools introduced as part of the
transformation allow the agencies to drill down and better understand
where they may have costs that are growing more rapidly than expected.
Agencies are moving towards a capacity management model, monitored on
a monthly basis and away from the traditional annual cost true up model.

However, there are still challenges ahead. The state operates many
independent applications to support various agencies. If a citizen is
receiving services from more than one agency, updating information like
change of address requires an update for each system. He or she has to
maintain two different user accounts with unique credentials. This is neither
cost effective for the state nor convenient for the citizen.

The reasons for this poor level of integration are historical, and they have
been costly. Until 10 years ago, few agencies shared applications, and their
IT departments didn't use their combined requirements to develop
purchasing power. Each agency's IT department procured, operated and
supported all of the systems required by the agency, and IT budgets were
integrated with the services being provided. The ability to obtain quantity
discounts or leverage resources was non-existent with minor exceptions. It
was even impossible to know the cost to operate many of the systems.

IT Investment Management

The state is moving
towards an
Investment
Governance model to
make technology
decisions.

State Implements New Investment Governance Model

Over the past several years, the state has developed project assurance
policies, standards and guidelines, and provided training and consulting to
help assure successful technology projects. While the overall performance
of projects has improved as a result of these efforts, we still continue to
find that many project issues result from:

Poor business case development
Insufficient business requirements
Poor procurements

Undefined success measures

A lack of executive leadership

ubhwWNE=

Many problems are “baked in” before the project gets off the ground, so
that mature project management processes alone can’t prevent troubled
projects.

The best way to influence how the state is investing in technology is to
become involved before the state is obligated in a financial or fiduciary
capacity. This will ensure that both initial and long-term cost implications
are considered and a comprehensive sustainability model has been defined
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before funds are invested.

To address these needs, an Investment Governance model has been
developed. The model is defined as:

“Utilizing governance best practices to make better decisions about
technology spending for Georgia government”.

Investment Governance encompasses the activities and strategies for
initiation, planning and procurement support of IT investments. Over the
past few years, the model has been piloted with individual agency
initiatives focused primarily on new investments. GTA has worked with the
business community to provide feedback on business cases, prepare initial
risk assessments and review procurement documents.

It is now time to expand and standardize the approach at the enterprise
level through awareness and cross-agency collaboration. In the initial roll-
out, the enterprise process will focus on:

e Improving the quality of data available on current technology
assets and IT spending

e Working with the Department of Administrative Services to educate
procurement professionals on the unique needs and challenges of
technology purchasing

e Identifying opportunities to leverage technology spending across
agencies to reduce overall investment costs

We will then use this information to create enterprise-level business cases
and procurements that will bring the most value to Georgia.

IT Application Portfolio

GTA collects In FY 2013, GTA started collecting more detail about the agencies’ applications.
information about The current inventory includes 572 applications. The following graph shows the
the applications that | number of applications by category.

agencies use to

support their

business operations.
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IT Project Portfolio

The state’s IT Project
Portfolio shows
expenditures by
agency, the health
sector has the largest
spend.

GTA'’s Enterprise Portfolio Management Office monitors IT projects to ensure
that the state gains the greatest value on the dollars invested. Enterprise
Portfolio Management provides a framework for the governance process and
allows decision-makers to view the range of projects to ensure that the right
projects are executed at the right time with the minimum amount of risk.

The Enterprise IT Project Portfolio includes agency projects that are in the
planning phase as well as projects that are in the build phase. Tracking for
the portfolio projects is by fiscal year, which begins on July 1 and ends on
June 30.

The FY 2013 total project portfolio of $335 million shows an increase of $14
million, primarily due to the increased number of IT projects undertaken in
the healthcare sector. As indicated in the graph below, the FY 2013 portfolio
is tracking over 20 active projects, totaling over $312 million and spanning
multiple years and 13 agencies. In addition to the active projects, there were
six projects in the planning phase, which total $23 million.
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Percentage of Total Budget by Agency

Agency Spend
DCH 56%
GTA 31%
DOE 3%
DBHDD 2%
GOSA 2%
DOR 1%
DPH 1%
DOAS 1%
GBI 1%
GDC 1%
GOWD 1%
SBWC 1%
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Project Budgets (New Investments) by Agency

The graph at right
identifies agencies
with significant new IT
investment.
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Project Delivery Effectiveness

Fact-based decisions
help agencies better
manage their
projects.

The review panel
mitigates risk for
large projects.

Portfolio management
yields results.

Critical Project Review Panel

For more than nine years, GTA has facilitated the Critical Project Review
Panel, which provides a business context for large, critical technology
investments. The panel also evaluates and addresses risks before they
become issues, makes fact-based decisions rather than relying on
speculation, escalates to appropriate points in the state business, leverages
enterprise influence to support agency outcomes and encourages learning
across agency domains on best practices.

The executive level of state government is able to see the performance of
critical state technology projects and better understand the issues and risks
that need management action before serious problems occur. If a serious
problem does occur, the right people are getting correct information to make
informed decisions, rather than speculating on the situation and making
uninformed decisions.

The panel limits its reviews to the most critical projects in the portfolio. For
FY 2013, the Critical Project Portfolio was valued at $312 million and covered
23 projects for 12 agencies. Over the past five years, the panel’s reviews,
coupled with project assurance, have saved taxpayers an estimated $424
million (through cost avoidance and based on industry standards) that would
have been lost to failed or challenged technology projects. The chart below
puts into perspective the value and benefits of portfolio management and
oversight:

Disciplined portfolio / project management coupled with Critical Project
Panel Review and project assurance will save (through cost avoidance) the
state up to $144 million in FY 2013 on a portfolio of $312 million.

Applying industry statistical information* to our current active and
approved portfolio of critical projects yields the following projected results:

e 30% of projects would be cancelled = $93.6 million
e 52% would cost 189% of the original estimate = $306.6 million
18% would be successful with no cost increase = $56.2 million

Without disciplined project, program and portfolio management, the
current portfolio of $312 million would deliver only 70% of the functionality
originally planned.

*Based on Standish Group CHAOS Report

The chart below displays how the state of Georgia compares to government
and industry metrics compiled for the Standish Group’s 2010 Chaos Report.
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The graph at right is
based on the Standish
Group CHAOS Report
for government
projects.

It measures only
critical projects that
were completed in FY
2013.

Project Delivery Effectiveness (by % of $) FY13

100%
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30% 1
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20% 7
10% -

AllIndustries*

Govt*

FY2007**

FY2008%  FY2009**  FY2010% FY2011%  FY2012**  FY2013%

BSucceeded  [@Challenged  MFailed

The data from the chart above also indicates an increase in failed projects in
FY 2013. This increase results from two troubled projects that were stopped
prior to completion. Of the 23 projects in the Critical Project Portfolio, 11
were completed during FY 2013.
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Georgia Enterprise Technology Services (GETS)

The GETS program is
modernizing the
state’s IT
infrastructure and
allowing better
management of IT
resources.

IT transformation is
75% complete.

A great deal of progress was achieved within the GETS program during FY
2013. Efforts to modernize the state’s IT operations continued to be
challenging and produced mixed results. In particular, transformation of the
state’s IT application infrastructure services, which encompasses the
relocation of applications to modernized servers in the state’s highly secure
data center, had fallen behind the revised plan developed in 2012. Decisive
action was required to regain traction. GTA, representatives from the
program'’s full-service agencies and the program’s service providers came
together to develop a course correction in FY 2013 to overcome the setbacks
in the execution of the integrated transformation plan. The new plan
incorporated lessons learned from our previous experiences and renewed our
focus on getting the work done.

The goal of the program is to move the state of Georgia’s IT operations into
the 21st century. The transformation to a modern, secure, reliable and cost-
effective technology infrastructure is essential to enabling state government
to meet its service obligations to the citizens of Georgia.

GETS transformation is scheduled to be completed by 4th quarter 2014, and
we are now positioned to meet that goal. The transformation program is
made up of 134 projects, and 84 projects were completed by October 2013.
Another 47 projects were in progress, and work had yet to begin on three
projects. The following sections discuss how transformation activities are
improving IT services to agencies while removing risk from the state’s IT
enterprise. The work completed represents 75% of the planned tasks.

IT Infrastructure Services

Significant progress
has been made in
Active Directory and
e-mail migrations.

The Files Service
program has migrated
4 of 12 agencies.

Malware and anti-
virus software has
been upgraded at
seven agencies.

Over the last fiscal year, the most significant progress was made in Active
Directory and e-mail migrations. These projects are consolidating directory
services and more than 41,000 e-mail accounts onto a single, standardized
platform based on Windows Active Directory (AD) and Microsoft Exchange.
The migration to a single e-mail system is enabling agencies to communicate
more easily with each other. At the same time, it is improving system
stability and simplifying technical support. The first phase of the AD/e-mail
migration, moving users from a Microsoft to a Microsoft environment, was
100% complete in June 2013. The second phase, moving users from a Novell
to a Microsoft platform, began in FY 2012 and was nearing 50% complete
during FY 2013. The finalization of this second phase is still on schedule to be
completed by December 2014.

The File Services program had completed migrations to the new file servers
at four of the 12 agencies by end of FY 2013. The state’s IT infrastructure
services provider continues to work with each agency to complete the
program by the second quarter of FY 2014.

Another area of significant progress was the transformation of seven full-
service GETS agencies to new server malware and end user computing anti-
virus software. This project, which was completed in FY 2013, ensures that
the latest malware and anti-virus updates are delivered to computing devices
in the program environment. By standardizing on the same software, we are
better able to support the operating environment and streamline updates to
keep our environment more secure.
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End User Refresh

State employees are
being provided with
current technology.

The GETS program requires IBM, our IT infrastructure services provider, to
replace laptop and tablet computers every three years and desktop
computers every five years. These refresh cycles match IT industry best
practices. The total number of end user computing (EUC) devices in scope is
about 37,000.

Processes for replacing EUC devices were formalized in FY 2010 by GETS full-
service agencies, GTA, IBM and Dell, IBM's subcontractor. About 1,700
devices were refreshed in FY 2010. FY 2011 and FY 2012 saw continued
refinement of those initial processes for refreshing EUC devices and a
significant acceleration of activity. About 8,800 devices were refreshed in FY
2011, 7,600 in FY 2012 and 5,100 in FY 2013. About 11,700 devices were
refreshed as part of special projects over the four-year period, making the
total number of EUC devices refreshed roughly 34,900 or 94 percent of the
state's total EUC devices covered by the GETS program.

All laptop and tablet computers, totaling about 5,800 devices, were refreshed
before the end of FY 2012, meeting our goal to have all of those devices
refreshed in the 3-year window. This was a significant accomplishment that
ensures the state realizes maximum value from the IT privatization contract.
All desktop computers are on target to be refreshed by May 2014, meeting
our goal to have all of those devices refreshed in the 5-year window.

Managed Network Services

The state’s network is
running more
efficiently and
securely.

The state’s managed network services provider, AT&T, recently enhanced the
security posture for all customers. The GETS program provides managed
network services to over 1,400 state and local government agencies across
the state, which includes approximately 100,000 end users. This security
enhancement included upgrades to the intrusion prevention systems and
network analysis tools located in the state’s two enterprise security nodes.
The fully redundant and diversely located security nodes provide advanced
protection for all managed network services customers. Continuous
improvement is extremely important in this area since the state’s systems
experience a large number of probes each day from those looking for security
vulnerabilities.

AT&T has also made great strides in transforming the state’s IT enterprise by
completing three of its key projects. The first project was IP re-addressing,
which ensures that all workstations within the scope of the GETS program
have a unique IP address. Since all workstations that are part of the program
connect to the operating environment at the state data center, the IP re-
addressing project is a cornerstone on which many other projects rely.

The second project involved AT&T’s establishment of a centralized IP address
management system. The system stores and manages the IP address space
for all devices in the operating environment. The third involved completion of
the Radius project, which provides wireless access upgrades throughout the
environment.

Meanwhile, AT&T continues upgrading all full-service network customers.
AT&T is replacing all LAN/WAN hardware with new equipment and moving
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agencies to its state-of-the-art, Multi-Protocol Label Switching (MPLS)
network. By October 2013, 1,164 out of 1,335 sites had been migrated to the
MPLS network. AT&T is also migrating the state IT enterprise to AT&T Remote
User VPN Managed Services and nearing completion of de