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Revision Effective Date: 6/08/2011

PURPOSE

The emergence of social media sites using Web 2.0 technol ogies, such as Facebook and Twitter, gives the State an
enormous opportunity to inform and interact with its citizens. Many State agencies have already implemented Twitter
and Facebook pages, but most installations of these tools exist only as another way to push information to people, such
as anews release. These media can potentially give citizens a new way to talk with government, encourage two-way
communication and allow more citizens the opportunity to ask questions and provide input to their government.

The newer tools present yet another risk area for State information and data. This standard outlines the approach that
should be followed by agencies which elect to use these mediato identify and manage these risks. The approach
incorporates industry best practices.

GUIDELINES

(Referenced State enterprise standardsarein brackets and listed at the end of this document)
An agency which uses social mediato provide business services shall:

e Develop an agency strategy (or business case) surrounding the value of social media based services [ SM-09-
003, SM-10-006, SM-08-103, SM-09-001] and determine what type of service to use, identify how it would be
of benefit, what are the costs?

References:

e ?Challengesin Federal Agencies? Use of Web 2.0 Technologies?, Statement of Gregory C.
Wilshusen, Director, Information Security Issues, Testimony Before the Subcommittee on Information
Policy, Census and National Archives, July 22, 2010

e http://www.archives.gov/socia-media/strategies/ [5]

e http://govsocmed.pbworks.com/w/page/15060450/\Web-2-0-Governance-Policies... [6]

e Perform arisk analysis of intended business and technical functions [SS-08-041].
References:
e |ega Risk?

There is an excellent discussion of legal issues located at http://www.ingbation.com/government-
policy-on-the-use-of -social-media [ 7]

e EmployeeRisk ?


http://gta.georgia.gov/psg/article/social-media-guidelines
http://gta.georgia.gov/psg/topics?t=666
http://gta.georgia.gov/psg/topics?t=354
http://gta.georgia.gov/psg/topics?t=791
http://www.archives.gov/social-media/strategies/
http://govsocmed.pbworks.com/w/page/15060450/Web-2-0-Governance-Policies-and-Best-Practices
http://www.inqbation.com/government-policy-on-the-use-of-social-media
http://www.inqbation.com/government-policy-on-the-use-of-social-media
http://www.isaca.org/About-ISACA/-ISACA-Newsletter/Pages/at-ISACA-Volume18-1September-2010.aspx#1
http://www.acc.com/legalresources/quickcounsel/wcawesmu.cfm
http://www.cio.gov/Documents/Guidelines_for_Secure_Use_Social_Media_v01-0.pdf
http://www.facebook.com/terms_pages_gov.php?_fb_noscript=1
https://forum.webcontent.gov/?page=TOS_FAQs
http://socialmediagovernance.com/policies.php
http://govsocmed.pbworks.com/w/page/15060450/Web-2-0-Governance-Policies-and-Best-Practices
http://www.cio.gov/Documents/Guidelines_for_Secure_Use_Social_Media_v01-0.pdf
http://www.whitehouse.gov/sites/default/files/omb/assets/memoranda_2010/m10-23.pdf
http://www.ctg.albany.edu/publications/guides/social_media_policy
http://www.usa.gov/webcontent/documents/SocialMediaFed Govt_BarriersPotentialSolutions.pdf
http://www.nascio.org/publications/index.cfm
http://www.isaca.org/Knowledge-Center/Research/Documents/Social-Media-Wh-Paper-26-May10-Research.pdf
https://gta.georgia.gov/psg/article/information-technology-review-eapr
https://gta.georgia.gov/psg/article/project-financial-management
https://gta.georgia.gov/psg/article/information-technology-strategic-plan
https://gta.georgia.gov/psg/article/performance-lifecycle-framework
https://gta.georgia.gov/psg/article/appropriate-use-and-monitoring
https://gta.georgia.gov/psg/article/classification-personal-information
https://gta.georgia.gov/psg/article/data-security-electronic-records
https://gta.georgia.gov/psg/article/password-security
https://gta.georgia.gov/psg/article/electronic-communications-accountability
https://gta.georgia.gov/psg/article/authorization-and-access-management
https://gta.georgia.gov/psg/article/security-education-and-awareness
https://gta.georgia.gov/psg/article/data-categorization-impact-level
https://gta.georgia.gov/psg/article/system-security-plans
https://gta.georgia.gov/psg/article/malicious-code-incident-prevention
https://gta.georgia.gov/psg/article/risk-management-framework
https://gta.georgia.gov/psg/article/contingency-planning
https://gta.georgia.gov/psg/article/web-and-e-commerce-security
http://gta.georgia.gov/psg/article/social-media-guidelines

