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SS-08-053 Information Technology Reporting

Issue Date; 4/15/2008

Revision Effective Date: 3/31/2011

PURPOSE:

On March 19, 2008 the Governor Issued an Executive Order taking the lead on issues of Information security. This
order directs GTA to define performance measures and I ssue a standard in March of each year requiring agencies to
report the status of those measures as of the end of the fiscal year to GTA. This s consistent with GTA'srole
established In legislation; "To establish technology security standards and servicesto be used by all agencies;" (see
0O.C.G.A 50-25-4(a)(21). In 2009, new legislation updated GTA powersto?. . .publish an annual state information
technology report;" and the authority to solicit reporting data from agencies up to twice ayear (see O.C.G.A 50-25-
7.10).

GTA will compile and analyze the agency reports to assess the adequacy and effectiveness of Information security and
IT processes throughout the state and recommend areas for Improvement. GTA will prepare and submit an annual State
of Georgia Information Technology Report to the Governor's Office. The annual report will provide ahigh-level view
of the state's information technology assets and projects and their critically to the state. The report will facilitate state
executives and legislators' understanding of the current state of information technology, security and related risks and
how each agency is performing in meeting the needs of its organization and managing those risks year to year. It will
also provide data needed for prioritizing and making cost effective, risk-based decisions with regards to recommended
improvements.

In 2011, GTA will continue obtaining and maintaining ongoing Information regarding each agency's information
security program, technology assets, projects and expenditures.

SCOPE; ENFORCEMENT; AUTHORITY; EXCEPTIONS

e Official Code of Georgia Annotated:

e O.C.G.A 50-25-4(a)(21)

e 0O.C.G.A50-25-7.10
e Governor's Executive Order on Information Security Reporting 19 March 2008
e Enterprise Information Security Charter (PS-08-005) [5]

SUPPLEMENTAL EXCEPTION:

While information security plans and measures are specifically exempted from public disclosure under the Open
Records Act, agencies are required to strategically plan their IT Initiatives and make these plans and corresponding
performance measures or metrics available to the public.

Any exceptions to this standard shall be at the discretion of and approved In writing by the State Chief Information
Officer.
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