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GM-13-001 Retention of Data Backup Media and Records Management Media

Issue Date: 4/01/2013

Effective Date: 5/15/2013

GUIDELINE

?Data Backup? refers to the copying and storage of computer data for alimited period for the purpose of being able to
restore data back to an original state after a dataloss event (SS-08-046 [10]). Backup mediarefers to the devices upon
which datais stored: tape, disk, optical storage, etc. Each agency should create a backup media plan (?Backup Plan?)
that should provide for up to one (1) year of generational backups to support recovery in the event of a dataloss (SS-08-
027 [11]). Backup Plans should include consideration of the data criticality and should follow a best practice rotation
scheme in order to reduce the States risks from loss of data (SS-08-046 [10]).

Agencies should ensure that mediais sanitized (to clear or purge data) according to the frequency defined in the
Backup Plans prior to recycling media for subsequent use (SS-08-034 [12], SS-08-035 [13], SS-08-043 [14]). Backup
Plans requiring a rotation schedule for media longer than three (3) years must be approved annually by the agency head
and the plan shall include the projected annual cost.

An agency?s Records Management process may include storing electronic records for legal and operational
requirements in consideration of both State and Federal requirements. Records retention periods for specific electronic
records are derived from an agency?s records retention schedule (PS-08-007 [15], SS-08-003 [16]). Media used for
storing these records may include the same types of devices used for Data Backup media, but generally are selected
from devices which support longer terms of retention (SS-08-027 [11]). Data Backups are not to be considered to be a
component of an agency?s Records Management methodology unless the agency specifically identifiesit as such.

Electronic records captured during Records Management that exceed their specified retention period shall be disposed
of in asystematic and controlled manner, subject to an appropriately defined and invoked Legal Hold of specific
records (SS-08-034 [12], SS-08-035 [13], SS-08-043 [14]). Media devices (magnetic tapes, optical storage, Network
Attached Storage) may be reused if possible.

Nothing in this guideline is intended to supersede any regulatory requirements imposed on an agency concerning Data
Backup or backup media

BACKGROUND

Information systems use stored data for a variety of purposes for daily usage in active databases, for recovery from loss
with a system of data backup and for business purposes in Records Management storage. Media used for these storage
purposes may include magnetic tape, hard disk, optical storage or alarge variety of others.

One component of managed infrastructure services implemented in the State?s enterprise data center in 2009 isa
managed inventory of stored electronic media resulting in agency-itemized billing for media upon which electronic
records are stored. The resulting costs indicate that electronic records in storage appear to be exceeding reasonable
retention periods, and storage costs are soaring. Data storage requirements can be significant and the agency should be
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