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SS-08-007 Password Security

Issue Date; 3/21/2008

Effective Date: 3/21/2008

PURPOSE

To establish a standard for protecting passwords and the frequency of change for such passwords to mitigate
compromise of sensitive information.

STANDARD:

All passwords shall be treated as sensitive, confidential information and shall not be shared with anyone including but
not limited to Administrative Assistants.

Passwords shall not be stored in clear text. Cryptography shall be used to create the stored information.

Users shall not write passwords down or store them anywhere in their office. Nor shall they store passwordsin afile on
ANY computer system (including Personal Digital Assistants or similar devices) without encryption.

All system-level passwords (e.g., root, enable, Windows admin, application administration accounts, etc.) shall be
changed every 30 days and all user-level passwords (e.g., email, web, desktop computer, etc.) shall be changed every
45 days (or not to exceed 6 monthsif other documented and approved mitigating factors are in effect such as account
lockout after a number of logon attempts)

User accounts that have system- level privileges granted through group memberships or programs shall have a unique
password from other accounts held by that user.

Passwords shall not be inserted into email messages or other forms of electronic communication unless encrypted.

If an account or password is suspected of being compromised, the incident must be reported to the appropriate access
administrator or in accordance with incident response procedures.

Temporary or Xirst use? passwords (e.g., new accts or guests) must be changed upon first logon the authorized user
accesses the system and have alimited life of inactivity before being disabled.

ENFORCEMENT

The State of Georgia enterprise information security policies and standards are based upon the Federal Information
Security Management Act (FISMA) and | SO 17799 standard framework of best practices. Individual state agencies are
responsible for developing internal procedures to facilitate compliance with these enterprise security policies and
standards. The standards are designed to comply with applicable laws and regulations; however, if thereis a conflict,
applicable laws and regulations will take precedence.

Agencies may establish more stringent policies, standards and procedures consistent with this Enterprise standard.
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