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SS-08-011 Email Use and Protection

Issue Date; 3/21/2008

Effective Date: 3/21/2008

PURPOSE

State email is provided as atool to assist state employees and its representatives to conduct official business on behalf
of the state. This document establishes standards for the appropriate use and protection of state email systems

STANDARD

All electronic mail (email) transmitted to or from a State of Georgia email system shall be governed by the following
enterprise security standards: Acceptable Use and Monitoring; Electronic Records Management; and Electronic
Communications Accountability and well as comply with all applicable state and federal regulations and agency policy.

Access to email shall be governed by the Authorization and Access Control and Password Protection Standards.
Email passwords shall not be stored or passed in clear text (encrypted).

Email systems shall be protected from viruses, interception and other malicious intentions.

Use of state email systems for the creation or distribution of any disruptive or offensive messagesis prohibited.

Mass mailings about viruses or other malware warnings shall not be distributed by general users and shall be validated,
approved and distributed by the appropriate security administrators.

RELATED ENTERPRISE POLICIES, STANDARDS, GUIDELINES

Appropriate Use of Information Technology Resources (PS-08-003) [6]

Appropriate Use and Monitoring (SS-08-001) [7]

Electronic Communications Accountability (SS-08-009) [8]

Authorization and Access Management (SS-08-010) [9]

Password Security (SS-08-007) [10]

Email Administration - Distribution Lists (SA-07-010) [11]

TERMSand DEFINITIONS

Electronic Mail, abbreviated email or email, is a method of composing, sending, storing, and receiving messages over
electronic communication systems or Email Systems. The term email applies both to the Internet email system based on


http://gta.georgia.gov/psg/article/email-use-and-protection
http://gta.georgia.gov/psg/topics?t=267
http://gta.georgia.gov/psg/topics?t=495
http://gta.georgia.gov/psg/topics?t=436
http://gta.georgia.gov/psg/topics?t=485
https://gta.georgia.gov/psg/article/appropriate-use-information-technology-resources
https://gta.georgia.gov/psg/article/appropriate-use-and-monitoring
https://gta.georgia.gov/psg/article/electronic-communications-accountability
https://gta.georgia.gov/psg/article/authorization-and-access-management
https://gta.georgia.gov/psg/article/password-security
https://gta.georgia.gov/psg/article/email-administration-distribution-lists
http://gta.georgia.gov/psg/article/email-use-and-protection

