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EPLC Overview

The EPLC framework organizes the activities, deliverables, and governance reviews of an IT project into ten life-cycle phases.  The EPLC framework provides a project management methodology that guides the activities of project managers, business owners, critical partners, IT governance executives, and other stakeholders throughout the life cycle of the project to ensure an enterprise perspective is maintained during planning, execution, and governance processes.  Although one of the objectives of the EPLC framework is to standardize IT project management within the enterprise based on best practices, the framework also allows tailoring to accommodate the specific circumstances (e.g., size, duration, complexity, and acquisition strategy) of each investment.

Use of the EPLC framework and associated best practices in IT project management is intended to reduce risk within individual IT projects and across the IT investment portfolio.  The Agencies and the SOG will select only sound, viable IT projects with reasonable baselines for funding and inclusion in the IT investment portfolio.  IT projects will be managed and implemented in a structured manner, using sound project management practices, and ensuring involvement by business stakeholders and technical experts throughout the project’s life cycle.  IT projects will be evaluated for how well they have achieved their business objectives.  IT project performance will be measured against established business outcomes and will be subject to changes as appropriate.

The diagram below depicts the basic elements of the EPLC framework:  the life cycle phases, deliverables, and stage gates. 

Figure 1 - EPLC Framework
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 The EPLC framework consists of ten life-cycle phases. Below are the phases and a brief description of each. 

· Concept – Identify the high level business and functional requirements required to develop the Product and the overall benefits of the proposed investment.  The outcomes of the Concept Phase are the approval of Agency Stakeholders of the initial project benefits, scope, cost, schedule and performance rough order of magnitude estimates.

· Initiation – Identifies the business need, Rough Order of Magnitude (ROM) cost and schedule, and basic business and technical risks.  The outcome of the Initiation Phase is the decision to invest in a full business case analysis, an approved project charter, and preliminary project management plan.

· Planning – Complete development of the full Project Management Plan – and refinement of project cost, schedule and performance baselines as necessary.  Outcome of the Planning phase is complete and adequate project planning and sufficient requirements determination to validate the planning and project baselines.

· Requirements Analysis – Develop detailed functional and non-functional requirements and the Requirements Traceability Matrix (RTM) and award contracts if needed. .  The outcome of the Requirements Analysis Phase is award of required contracts and approval of the requirements. 

· Design – Develop the Design Document.  The outcome of the Design Phase is completion of Business Product design and successful completion of Preliminary and Detailed Design Reviews.

· Development – Develop code and other deliverables required to build the Business Product.  The outcome of the Development Phase is completion of all coding and associated documentation; user, operator and maintenance documentation, and test planning.

· Test – Thorough testing and audit of the Business Product’s design, coding and documentation.  The outcome of the Test Phase is completed acceptance testing and readiness for training and transition.

· Transition – Conduct user and operator training, determine readiness to implement, and execute the Implementation Plan, including any phased implementation.  The outcome of the Transition Phase is successful establishment of full production capability and completion of the Post-Implementation Review.

· Operations – Operate and maintain the production system and conduct annual operational analyses.  The outcome of the Operations and Maintenance Phase is successful operation of the asset against current cost, schedule and performance benchmarks.

· Disposition – Retires the asset when operational analysis indicates that it is no longer cost-effective to operate the asset.  The outcome of the Disposition Phase is the deliberate and systematic decommissioning of the Business Product with appropriate consideration of data archiving and security, migration of data or functionality to new assets, and incorporation of lessons learned over the investment life cycle.
Definition of the Critical Partner Role
Critical Partners are subject matter experts in the areas of: Security, Acquisition Management, Human Resources, Finance, Budget, and Project Assurance who are independent of the investment. The Critical Partners are considered expert participation roles in the IT project reviews and governance decisions to ensure compliance with policies in their respective areas and to make timely tradeoff decisions where conflicts arise during the planning and execution of an investment.  Because organizational structures vary in the Agencies, the expertise for these Critical Partner roles may be fulfilled from a mixture of organizations, as appropriate.  The Project Assurance Critical Partner Role is responsible for reviewing the Project documentation and cost and schedule as key measures of Project Management performance.
Additionally, Critical Partners have the primary responsibility to review progress of IT projects at specified Stage Gate Reviews to ensure that the projects meet the Stage Gates’ respective requirements.  Critical Partners are responsible for evaluating the completeness, accuracy and adequacy of phase deliverables and for evaluating whether the investment meets exit criteria for advancement to the next phase.  These stakeholders will provide recommendations and any issues identified to the IT governance organization and the Business Owner based on their review.

Critical Partner Responsibilities within the EPLC Framework
During Stage Gate Reviews under the direct cognizance of the IT governance organization, the Critical Partners will review documents for completeness, accuracy and adequacy and make recommendations to the IT governance organization regarding quality of work performed under the framework, any resolved issues, and investment readiness to advance to the next life cycle phase.  
Concept Phase
The Critical Partners participating in the Concept Phase and there responsibilities for review are described here. The team will review the Concept Document. 

· Business Strategy:  Validate alignment of the Concept Document with the Agency and Enterprise strategies.  Determine if the preliminary review reveals any duplication of efforts or interferes, contradicts, or can leverage another existing or proposed investment.

· Security: Determine if the Concept Document contains any potential security concerns.

· Budget: Determine if the Concept Document ensures that adequate financial resources are available. 
· Project Assurance: Ensure that Risk Tolerance levels are established 

Initiation Phase
Critical Partners review and comment on the Business Needs Statement and Project Charter. 

· Security: Conclude that all applicable security and privacy standards have been considered in sufficient detail as part of the Business Needs Statement. Verify that a high level security analysis and a preliminary risk assessment are complete and justify proceeding to the Planning Phase. Verify that the investment has been appropriately categorized according to FIPS-199 and that an initial accreditation boundary has been established.

· Acquisition: Ascertain if a preliminary Acquisition Strategy that is appropriate to the level of the requirements definition is part of the business justification, and includes performance-based acquisitions. Verify that the overall acquisition strategy includes consideration of internal versus external acquisition, re-use, the use of commercial off-the-shelf technologies, and, if Requests for Information are necessary, how contracting work will be divided, and expected contract types. 
· Budget: Establish that the business justification includes a financing and budgeting plan and that there is sufficient requirements detail to support the detailed cost and schedule estimates needed during the Planning and Requirements Analysis Phases. 

· Workforce: Ensure a high-level workforce impact plan has been developed for the proposed perform organization and as well as the targeted business areas that will be impacted by the delivery of this IT solution. Determine the probability and/or impact of any anticipated workforce changes or disruptions. Make certain the need for staffing classifications such as new positions, position changes, job classifications, and grade levels have been reviewed by the organizations HR. Determine the need for workforce planning such as employee education and training activities have been evaluated.  
· Project Assurance: Ensure that the approval of the performance baselines is completed. Determine that appropriate potential performance goals are established as part of the Business Needs Statement and Project Charter. Conclude that the required authority and project structural foundation is in place. Ensure that IV&V activities are performed where required.
Planning Phase
Critical Partners assess completeness of Planning Phase activities, robustness of the plans for the next life cycle phase, availability of resources to execute the next phase, and acceptability of the acquisition risk of entering the next phase. For applicable projects, this assessment also includes the readiness to award any major contracting efforts needed to execute the next phase.  

· IT Infrastructure: Conclude that compliance with Network and IT Infrastructure has been maintained.
· Security: Ensure the PMP Risk Management Plan accurately establishes that the security and privacy requirements have been identified and planned for. 

· Acquisition: Make certain that acquisition activities to obtain contractor support have been completed in compliance with the Project Management Plan. Confirm that detailed activities and timelines for preparing acquisition documents, selecting vendors, and awarding contracts are developed.
· Budget: Determine if there is a realistic budget to accomplish all planned work and that the Total Cost of Ownership has been evaluated.
· Finance: Ensure that planning for financial management issues has been properly addressed and that interactions with financial systems are planned in compliance with financial standards and regulations.
· Workforce: Find out if required staff development has been documented and planned. 
· Project Assurance: Ensure that expected performance benefits are fully defined, that business product deliverables are well-planned, and that funding and resources are allocated. Ensure that IV&V activities are performed where required.
Requirements Analysis Phase

The Critical Partners provide oversight, advice and counsel to the Project Manager to ensure that the Requirements Document addresses relevant standards.

· Security: Ensure that an assessment of the required security controls has been completed and determine if requirements reflect alignment with established security standards including the FIPS-199 Categorization and Accreditation Boundary.
· Acquisition: Review acquisition strategy to ensure it includes necessary requirements analysis, alternatives analysis, and procurement and contract award plans. Ensure that there is sufficient information to make management decisions and evaluate vendor proposals.
· Budget/Finance: Ascertain if requirements are in accord with investment-level cost baselines established at the end of the Planning Phase or a formal change to the Investment Baselines has been requested.

· Workforce: By reviewing an update of the Project Management Plan, ascertain if staffing and organizational requirements have been fully documented.
· Project Assurance: Determine if the requirements are in accordance with investment-level performance baselines established at the end of the Planning Phase or a formal change to the investment baselines has been requested. Ensure that IV&V activities are performed where required.
Design Phase

The Critical Partners participate in a Design Review to ensure compliance with policies in their respective areas and to make any necessary tradeoff decisions if conflicting goals have arisen during the Design.

· Security: Establish that Security documents (C&A, Privacy Impact Assessment, System of Record Notice, and Computer Match Agreement) are reviewed for completeness and accuracy and that Contingency/Disaster Recovery Plan includes complete procedures, arrangements and responsibilities. Verify that project security risks are identified and mitigation plans are made.

· Acquisition: Verify that contracts are being fulfilled according to award or approved changes.

· Budget: Guarantee that the budget is sufficient to meet the needs of the project.  Determine if project business risks are identified and mitigation plans are made.

· Finance: Guarantee that estimates of project expenses have been updated to reflect actual costs and estimates for future phases. Determine if project business risks are identified and mitigation plans are made.

· Workforce: Confirm that issues related to staffing, workforce, or other HR areas have been addressed. 
· Project Assurance: Determine if project technical risks are identified and mitigation plans are made. Verify that performance goals are agreed upon. Ensure that IV&V activities are performed where required.
Development Phase

The Critical Partners provide oversight, advice and counsel to the Project Manager on the conduct and requirements of the Development Phase.  

· Security: Make sure that all development plans address safety, security, and privacy concerns.  Validate that the test plan includes explicit testing of security controls and functional capabilities. Confirm that the Systems Security Plan and the Security Risk Assessment address all required topics.

· Acquisition: Conclude that contracts are being fulfilled according to award or approved changes and required assets (e.g., system hardware, COTS/GOTS software) have been acquired according to regulations.
· Budget: Verify that the budget is sufficient to meet the needs of the project and project business risks are identified and mitigation plans are made.

· Finance: Verify that actual expenses are in accordance with the budget plan.

· Workforce: Ensure that issues related to staffing, workforce, or other HR areas have been addressed.
· Project Assurance: Make sure the Business Product covering the requirements is ready for integration and formal testing. Confirm that Test Plans are complete. Ensure that IV&V activities are performed where required.
Test Phase

The Critical Partners review test procedures and outcomes in their areas. 

· Security: Check that the validation tests confirm the security of the Business Product. Penetration tests and vulnerability scans are executed, documented, and any failed components are reworked.

· Acquisition: Determine if changes are reviewed to determine if any contract modifications are necessary.

· Finance: Conclude that Changes are reviewed to determine the financial impact.
· Project Assurance: Determine if Measurement indicators support the performance measures agreed upon and validation tests confirm the performance measures.  Ensure that system functionality is performing as stated and is able to achieve performance goals. Ensure that IV&V activities are performed where required.

Transition Phase

The Critical Partners provide oversight, advice and counsel to the Project Manager on the conduct and requirements of the Transition Phase.  Additionally, they provide information, judgments, and recommendations to the Business Owner and IT governance organization during investment reviews and in support of Investment Baselines.

· Security: Determine if the Authority to Operate, including the System Certification and Accreditation, is complete and System of Record Notice is published. 

· Acquisition: Guarantee that the contracts are being fulfilled according to award or approved changes and completed contracts are closed appropriately.
· Budget: Ascertain if change requests are reviewed to determine if a new financial analysis is required.
· Finance: Ascertain if actual expenses are in accordance with the budget plan.
· Project Assurance: Confirm that the completed Business Product is operating as expected and is positioned to meet performance targets. Ensure that IV&V activities are performed where
Operations Phase

The Critical Partners provide oversight, advice and counsel to the Project Manager during the Operations and Maintenance Phase.  

· Security: Determine if the Authority to Operate, System Certification and Accreditation and Privacy Impact Assessments are reviewed and updated at the appropriate times for continued operation. Ensure that Security documents are updated as necessary in response to continuous testing and monitoring. Confirm that system backups, physical security, contingency planning, and continuous security monitoring and testing are operated in accord with established security controls. 

· Acquisition: Guarantee that contracts are being fulfilled according to award or approved changes.

· Budget: Determine if modification requests include appropriate justification and cost benefit analysis.

· Finance: Ascertain if actual expenses are in accordance with the budget plan.

· Project Assurance: Confirm service level objectives are being met and that performance measurements and system logs are being maintained. Determine that modifications needed to resolve errors or performance problems are made in accord with change control procedures. Ensure that annual Operational Analysis is performed to evaluate system performance and user satisfaction to verify that risk and performance goals are under control. Ensure that IV&V activities are performed where required.

Disposition Phase

The Critical Partners handle transition reviews in their areas.
· Security: Guarantee that access authorities are removed, that data is properly migrated, and that all hardware and data storage devices have been sanitized to ensure no sensitive data is compromised.
· Acquisition: Verify that completed contracts are closed appropriately.
· Budget: Ascertain that the financial implications of the transition are reviewed for budget impacts.
· Finance: Make certain that final payments to contractors are made; project financial information/status is updated accordingly.
Critical Partner Responsibilities within the Stage Gate Review Process
Stage Gate Reviews are required at the end of each phase to provide for independent review and approval of key elements of the IT project’s development or operation.  Stage Gate Reviews consist of an independent confirmation by Critical Partners to the IT governance organization that the Project Manager has satisfactorily produced all the required deliverables and adequately met all exit criteria for the phase to permit advancement to the next phase. The Project Manager is also responsible for providing documentation of known issues and plans to mitigate the risks, if any.

The emphasis of Stage Gate Reviews is on: 

· The successful accomplishment of the phase objectives.
· The plans for the next life cycle phase.

· The risks associated with moving into the next life cycle phase.

Stage Gate Reviews also address the availability of resources to execute the subsequent life cycle phases.  The results of the review by the Critical Partners are provided with recommended action to the IT governance organization for decision.
Deliverables Review and Scoring Criteria

Deliverables for each Phase of the EPLC are outlined in the section above. Projects must complete each of the required deliverables unless otherwise agreed to and tailored in the Project Assurance Plan. 

Prior to the initiation of the Stage Gate Review, reviewers should read the content of each deliverable in the Phase and score each between 1 and 3 on the following criteria:

· Completeness 

· 1=incomplete deliverable or deliverable does not exist

· 2=deliverable needs to be more detailed

· 3= deliverable is complete 

· Accuracy 

· 1=deliverable information is not accurate or is inconsistent

· 2=deliverable needs to be more detailed

· 3=deliverable is accurate

· Adequacy 

· 1= deliverable does not follow best practices

· 2=deliverable needs to be more detailed

· 3=deliverable is adequate and meets the defined purpose for which it was designed and follows best practices

The following tables represent how the scoring may be determined with three project scenarios.

Project A:

	Deliverable
	Completeness
	Accuracy
	Adequacy
	Total Rating

	Business Case
	2
	2
	1
	5

	Final Project Charter
	3
	3
	3
	9

	Preliminary Project Management Plan
	3
	3
	3
	9


In the example above, Project A has a score of 5 for the Business Case and 9 for the Project Charter and Project Management Plan.  The project will be recommended for Stage Gate approval with conditions.

Project B:

	Deliverable
	Completeness
	Accuracy
	Adequacy
	Total Rating

	Business Case
	1
	1
	1
	3

	Final Project Charter
	1
	1
	1
	3

	Preliminary Project Management Plan
	1
	1
	1
	3


In the example above, Project B has a score of 3 for each deliverable.  This project will be recommended for discontinuation.

Project C:

	Deliverable
	Completeness
	Accuracy
	Adequacy
	Total Rating

	Business Case
	3
	3
	3
	9

	Final Project Charter
	3
	3
	3
	9

	Preliminary Project Management Plan
	3
	3
	3
	9


In the example above, Project C has a score of 9 for each deliverable.  This project will be recommended for Stage Gate approval.
Reporting to the Governance Body

Exit Criteria Scoring

Exit Criteria have been defined in the EPLC Procedures Document.  These Exit Criteria must be met in full for the project to continue to the next Phase.  The score for each of the Exit Criteria is either Pass (P) or Not Pass (NP).  If any of the required Exit Criteria is scored with a NP, then the recommendation must be either: 

· Approve with Conditions – This will allow the project to correct the deficiency

· Discontinue Project – This requires the reviewer to explain why this recommendation being is made.

Questions Scoring

Suggested Questions are included in the Stage Gate Review Forms for each Phase.  These are only suggestions and may be modified or omitted.  In particular, Critical Partners (the Stage Gate Review Team) may have more specific and specialized questions on project deliverables.  These suggested questions are intended to form a basis for fact finding, discussion and dialogue with project key personnel.  The score for these questions is subjective either Pass (P) or Not Pass (NP) depending on the satisfaction of the reviewer. 

Known Issues/Risk Scoring

In the course of reviewing the project deliverables and in asking questions of key project personnel, there will be known risks identified.  By identifying key risks at every stage, it is more likely that the risk planning will include strategies to accept, transfer, avoid, or mitigate specific risks, thus reducing the overall risk to the project.  
The project can use the risks identified in the Stage Gate Review to supplement their risk planning and vice-versa.

Risk impact is scored as high, medium, or low.  If the identified risk will have a large impact on the project largely increasing the cost of the project, then the impact is high. Probability of Occurrence is also scored as high, medium, or low.  If the risk will happen, then the probability is high.  

If the project scores high impact/high probability on more than one risk, the Agency may want to consider not recommending project approval without risk planning. 

Summary Scoring Analysis

If an Agency adopts this scoring process it is suggested that if a project scores 3 on all deliverables and scores NP in all other categories, it will be recommended to the IT Governance body that the project is discontinued. If a project scores a 9 on all deliverables and score P in all other categories, it will be recommended for approval to the IT Governance body at this Stage Gate and will pass on to the next Phase of the project.  All other combinations of score will receive the rating of ‘Approved with Conditions’. Approval with conditions requires the IT governance body to establish a process for maintaining oversight of the project to ensure conditions are met. The IT governance body may require issue resolution by the project manager before approving continuation, and is responsible for discontinuing any project which fails to resolve serious issues.
Appendix A - Description of Deliverables to be reviewed
The table below is a list of deliverable and component descriptions within each outlined phase that the Critical Partners review for accuracy, completeness, and adequacy.

	Deliverable
	Deliverable Description

	Concept

	Concept Document
	The Concept Document identifies a project idea that may turn into a proposed investment/project. It provides a high level overview of the idea to the Executive level decision makers. The Concept Document provides sufficient information to justify a decision whether or not the organization should move forward with the development of a Business Needs Statement and Business Case.

	Initiation

	Business Needs Statement 

(also known as an APR – Agency Project Request)
	A Business Needs Statement or APR identifies the business need for a proposed investment or project. It includes a brief description of the proposed project’s purpose, goals, and scope. The Business Needs Statement provides sufficient information to justify a decision whether or not the organization should move forward with the development of a full business case.

	Project Charter 
	The Project Charter formally authorizes a project, describes the business need for the project and the product to be created by the project. It provides the project manager with the authority to apply up to a certain level of organizational resources to project activities.

	Planning

	Business Case with components 
· Business Process Models (BPMs)

· Investment/Project  (e.g., FIPS-199 categorization needed for security)

· High-Level Requirements

· Preliminary Acquisition Strategy
	The Business Case is a documented, structured proposal for business improvement that is prepared to facilitate a selection decision for a proposed investment or project by organizational decision makers. The Business Case describes the reasons and justification for the investment or project in terms of business process performance, needs and/or problems, and expected benefits.  It identifies the high-level requirements that are to be satisfied, an analysis of proposed alternative solutions (with reasons for rejecting or carrying forward each option), assumptions, constraints, a risk-adjusted cost-benefit analysis, and preliminary acquisition strategy.

	Project Management Plan (PMP) with components (Preliminary)
· Risk Management

· Acquisition Strategy
· Change Management

· Configuration Management

· Requirements Management

· Communications Plan

· Work Breakdown Structure (WBS) /Project Schedule

· IV&V Planning

· Quality Assurance

· Records Management

· Staff Development Plan
· Security Approach
	The Project Management Plan (PMP) is a dynamic formal approved document that defines how the project is executed, monitored and controlled.  It may be summary or detailed and may be composed of one or more subsidiary management plans and other planning documents. The main objective of the PMP is to document assumptions and decisions for how the project is to be managed, to help in communication between all of the concerned parties and to document the scope, costs and time sequencing of the project.



	Project Assessment Plan (PAP) (Final)
· Deliverable & Stage Gate Waivers

· Authorization to Proceed
	The Project Assessment Plan (PAP) is used to authorize and document the justifications for using, not using, or combining specific Stage Gate Reviews and the selection of specific deliverables applicable to the investment/project, including the expected level of detail to be provided.

	Requirements Analysis

	Requirements Document with components (Final)
· Functional & Non-Functional Requirements

· Requirements Traceability Matrix (RTM)

· Business Process Model (BPM) Expansion

· Logical Data Model
	The Requirements Document describes both the project and product requirements. It outlines the technical, functional, performance and other requirements necessary to deliver the end business product.  

	Procurement Plan

· Timeline/Schedule

· Costs

· Resources/Staffing Plan

· Marketplace Analysis

· Risks
	The Procurement Plan describes the approach to be used to procure the necessary resources or solution that will be required to fulfill the project objectives. It describes the appropriate procurement vehicle(s), the timelines, resources and costs associated with the procurement approach. The plan should describe the various options considered and why the selected approach was selected. The procurement plan should evaluate the market for the resources or solution being procured and provide an analysis and risk assessment on the ability to successfully procure. It should establish that SOG policies, guidelines and practices are followed.

	Design

	Design Document with components (Architectural & detailed elements) (Final)
· Physical Data Model (database design)

· Release Strategy

· Data Conversion

· Interface Control

· Capacity /Implementation Planning

· Updated RTM
	The Design Document describes the technical solution that satisfies the requirements for the Business Product (e.g., system).  Either directly or by reference to other documents, the Design Document provides a high-level overview of the entire solution architecture and data design, including external interfaces, as well as lower-level detailed design specifications for internal components of the Business Product that are to be developed.

	Test Plan (Final Draft)
· Test Case Specification
	The Test Plan defines the types of tests (e.g. unit, function, integration, system, security, performance (load and stress), regression, user acceptance, and/or independent verification and validation) to be carried out. The document describes the acceptance criteria for those tests, roles and responsibilities of individuals involved in the testing process, traceability matrix, resources required (hardware and software environments), and other elements relevant to test planning and execution. This plan details the manner of testing (test cases, simulation, etc) of the integrated software/hardware system.  It must include as part of the main document or as a separate document detailed Test Case Specifications that describe the purpose and manner of each specific test, the required inputs and expected results for the test, step-by-step procedures for executing the test, and the pass/fail criteria for determining acceptance.

	Contingency/Disaster Recovery Plan (Final Draft)
	The Contingency/Disaster Recovery Plan describes the strategy and organized course of action that is to be taken if things don’t go as planned or if there is a loss of use of the established business product (e.g., system) due to a disaster such as a flood, fire, computer virus, or major failure.  The plan describes the strategy for ensuring recovery of the business product in accordance with stated recovery time and recovery point objectives.

	Development

	Test Plan (Final)
· Test Case Specification
	The Test Plan defines the types of tests (e.g. unit, function, integration, system, security, performance (load and stress), regression, user acceptance, and/or independent verification and validation) to be carried out. The document describes the acceptance criteria for those tests, roles and responsibilities of individuals involved in the testing process, traceability matrix, resources required (hardware and software environments), and other elements relevant to test planning and execution. This plan details the manner of testing (test cases, simulation, etc) of the integrated software/hardware system.  It must include as part of the main document or as a separate document detailed Test Case Specifications that describe the purpose and manner of each specific test, the required inputs and expected results for the test, step-by-step procedures for executing the test, and the pass/fail criteria for determining acceptance.

	Operation & Maintenance Manual (Final Draft)
· Help Desk Support
	The Operations & Maintenance Manual clearly describes the Business Product that will be operating in the production environment and provides the operations and support staff with the information necessary to effectively handle routine production processing, ongoing maintenance, and identified problems, issues, and/or change requests.  

	Systems Security Plan (SSP) (Final Draft)
	The SSP describes managerial, technical and operational security controls (defined by the National Institute of Standards and Technology) that are designed and implemented within the system.

	Training Plan (Final Draft)
	The Training Plan describes the overall goals, learning objectives, and activities that are to be performed to develop, conduct, control, and evaluate instructions that are to be provided to users, operators, administrators, and support staff who will use, operate, and/or otherwise support the solution.

	Training Materials  (Final Draft)
	Training Materials include the documentation associated with the deployment of the Business Product or software.  This includes instructor and student guides, audio-visual aids, and computer-based or other media used to disseminate information about the final product to the target audience that is in need of the instruction.  

	Security Risk Assessment (SRA)  (Final Draft)
	A Security Risk Assessment will document the analysis of the security functional requirements and will identify the protection requirements for the system using a formal risk assessment process.  The risk assessment includes the identification of threats to and vulnerabilities in the information system; the potential impact or magnitude of harm that a loss of confidentiality, integrity, or availability would have on agency assets or operations and the identification and analysis of security controls for the information system.

	User Manual (Final Draft)
	The User Manual clearly explains how a business user is to use the established Business Product from a business function perspective.  

	Business Product  (Final Draft)

· Version Description Document
	The Business Product is the primary result from the development effort that satisfies the established requirements.  In software development efforts, it includes the original source code and machine-compiled, executable computer instructions and data repository(ies).  It also includes an identification and description of all configuration items that comprise a specific build or release of the Business Product.

	Test

	Implementation Plan (Final)
	The Implementation Plan describes how the business product will be installed, deployed, and transitioned into the operational environment.  

	Test Reports (Final)
	Test Reports are completed at the end of each test to verify expected results. A summary report should be created at the end of the testing phases to document the overall test results.  These reports summarize the testing activities that were performed and describe any variances between the expected test results and the actual test results and includes identification of unexpected problems and/or defects that were encountered.

	Transition

	Service Level Agreement(s) (SLAs) and/or Memorandum(s) of Understanding (MOU)
	A Service Level Agreement(s) (SLAs) is a contractual agreement between a service provider and their customer specifying performance guarantees with associated penalties should the service not be performed as contracted.  A Memorandum(s) of Understanding (MOU) is a legal document that outlines the terms and details of an agreement between parties, including each parties requirements, responsibilities and period of performance.

	Operation & Maintenance Manual (Final)

· Help Desk Support
· Technical Support
	The Operations & Maintenance Manual clearly describes the Business Product that will be operating in the production environment and provides the operations and support staff with the information necessary to effectively handle routine production processing, ongoing maintenance, and identified problems, issues, and/or change requests.  

	Systems Security Plan (SSP) (Final)
	The SSP describes managerial, technical and operational security controls that are designed and implemented within the system.

	Training Plan (Final)
	The Training Plan describes the overall goals, learning objectives, and activities that are to be performed to develop, conduct, control, and evaluate instructions that are to be provided to users, operators, administrators, and support staff who will use, operate, and/or otherwise support the solution.

	Training Materials  (Final)
	Training Materials include the documentation associated with the deployment of the Business Product or software.  This includes instructor and student guides, audio-visual aids, and computer-based or other media used to disseminate information about the final product to the target audience that is in need of the instruction.  

	Security Risk Assessment (SRA)  (Final)
	A Security Risk Assessment will document the analysis of the security functional requirements and will identify the protection requirements for the system using a formal risk assessment process.  The risk assessment includes the identification of threats to and vulnerabilities in the information system; the potential impact or magnitude of harm that a loss of confidentiality, integrity, or availability would have on agency assets or operations and the identification and analysis of security controls for the information system.

	User Manual  (Final)
	The User Manual clearly explains how a business user is to use the established Business Product from a business function perspective.  

	Business Product  (Final)
· Version Description Document
	The Business Product is the primary result from the development effort that satisfies the established requirements.  In software development efforts, it includes the original source code and machine-compiled, executable computer instructions and data repository(ies).  It also includes an identification and description of all configuration items that comprise a specific build or release of the Business Product.

	Project Completion Report  (Final)

· Closeout Certification

· Lessons Learned
	The Project Completion Report describes any differences between proposed and actual accomplishments, documents lessons learned, provides a status of funds, and provides an explanation of any open-ended action items, along with a certification of conditional or final closeout of the development project.

	Contingency/Disaster Recovery Plan (Final)
	The Contingency/Disaster Recovery Plan describes the strategy and organized course of action that is to be taken if things don’t go as planned or if there is a loss of use of the established business product (e.g., system) due to a disaster such as a flood, fire, computer virus, or major failure.  The plan describes the strategy for ensuring recovery of the business product in accordance with stated recovery time and recovery point objectives.

	Operations & Maintenance

	Annual Operational Assessment (AOA) (Final)
	The Annual Operational Assessment (AOA) combines elements from the evaluation and results from monitoring the performance of the Business Product during normal operations against original user requirements and any newly implemented requirements or changes. This document assists in the analysis of alternatives for deciding on new functional enhancements and/or modifications to the business product, or the need to dispose of or replace the business product altogether.

	Disposition Plan (Final)
· Records Management
	The Disposition Plan addresses how the various components of an operating Business Product (e.g., system) are to be handled at the completion of operations to ensure proper disposition of all the Business Product components and to avoid disruption of the individuals and/or any other Business Products impacted by the disposition. Includes the planning for the deliberate and systematic decommissioning of the asset with appropriate consideration of records management.

	Disposition

	Project Archives (Final)
	Project Archives preserve vital information, including both documentation of project execution and the data from the production system. 


Appendix B – Stage Gate Review Forms

Concept Phase Stage Gate Review

Stage Deliverables 

Please rate the deliverables for this Stage from 1 (Poor) to 3 (Excellent)

	Deliverable Name
	Completeness (1-3)
	Accuracy     (1-3)
	Adequacy

(1-3)
	Comments

	Concept Document
	
	
	
	


Mandatory Exit Criteria

The objective is to determine if this investment proposal is worth pursuing. [Is there a good chance that the investment will be approved and funded? Does this investment proposal warrant investing in the development of a business case and preliminary project management plan?]  
	Exit Criteria
	Pass (P)/      Not Pass (NP)
	Comment

	A Business Owner has been identified and confirmed.  [Someone who will champion the investment, defines the business needs and investment requirements, and secures funding).
	
	

	Approval of this investment is highly probable. The decision is based on the following factors: acceptable risk/return; high-priority business need/mandate; and no more preferable alternative (use/modify existing application, not addressable through business process reengineering or other non-IT solution).
	
	

	Investment description is sufficient to permit development of an acceptable business case and preliminary project management plan.
	
	


Suggested Questions

The Business Owner and Critical Partners will fill in their Role next to relevant questions and comment on observations.

	Role
	Question
	Comment

	
	Has the Business Owner defined the business need?
	

	
	Is the Business Owner aware of his/her role throughout the lifecycle of the project? 
	

	
	Have the stakeholders been identified and informed of the Concept Document for the potential project?
	

	
	Has the goal and scope of the project been described?
	

	
	Has the business risk of executing or not executing the project been described?
	

	
	What is the risk tolerance level of the stakeholders?
	

	
	Does the Concept Document support the Agency and SOG strategic goals and objectives?
	

	
	Has an Information Security Officer been identified?
	

	
	Is there a Rough Order of Magnitude on cost and schedule in the Concept Document?
	

	
	Does the proposed business need satisfy a capability gap?
	


Known Issues/Risks

	Risk Description
	Area of Risk

 (Communication, Cost, Quality , Schedule, Scope)
	Impact 

(High, Medium, or Low)
	Probability of Occurrence (High, Medium, or Low)

	
	
	
	

	
	
	
	


Summary Scoring

	Deliverables

(Total Score between 3-6)
	Exit Criteria

(P or NP)
	Questions

(Subjective P or NP))
	Risk

(Number of High Impact/High Probability)

(2 or more = NP)

	
	
	
	


Recommendations

	Approval Level (check one)
	Explanations, Caveats or Conditions

	Approve
	
	

	Approve with Conditions
	
	

	Discontinue Project
	
	


Initiation Phase Stage Gate Review

Stage Deliverables 

Please rate the deliverables for this Stage from 1 (Poor) to 3 (Excellent)

	Deliverable Name
	Completeness (1-3)
	Accuracy     (1-3)
	Adequacy 

(1-3)
	Comments

	Business Needs Statement (Final)
	
	
	
	

	Project Charter (Final)
	
	
	
	

	Project Management Plan w/components (Draft)
	
	
	
	

	Business Case (Draft)
	
	
	
	


Mandatory Exit Criteria:

The objective is to determine if the project has been clearly defined and has the supporting organizational structure to proceed with full planning.

	Exit Criteria
	Pass (P)/      Not Pass (NP) 
	Comment

	The scope of the project has been adequately described in the Business Needs Statement and Project Charter, and that the high level requirements meet the business need. 
	
	

	The project organizational structure is scaled to support the project and the project manager and the project team are qualified [Organizational Mappings support project communication needs.] 
	
	

	The Preliminary Project Management Plan adequately defines how the project will be executed, monitored and controlled and includes high level estimates of the baselines. 
	
	

	All applicable security and privacy standards have been considered in sufficient detail as part of the Business Case. FIPS-199 categorization and an initial assessment of system accreditation boundary are established. 
	
	


Suggested Questions

Reviewers will fill in their Role next to relevant questions and comment on observations 

	Role
	Question
	Comment

	
	What are the key objectives of the project?
	

	
	How is success measured?
	

	
	Does the Project Charter identify high level requirements?
	

	
	Does the Business Need Statement rest on a detailed gap analysis which validates the opportunity to improve business accomplishments or correct a deficiency related to a business need?
	

	
	Is the Business Need Statement missing any key acquisition-related items (e.g., costs for hardware, software, and service acquisitions)?
	

	
	Does the Project Charter details the business need and expected performance outcomes?
	

	
	Does the Project Charter give adequate authority to the Project Manager to execute the project?
	

	
	Have the Business Processes that affect the reasons for the investment been defined and identified?
	

	
	Has the Information Security Officer been identified?
	

	
	Has the system security been described and complies with NIST 800-37?
	

	
	Are there defined roles, responsibilities and approval levels in the project organization? (may be in the form of a RACI chart)
	

	
	Does this project require special planning considerations (constraints), or subsidiary planning documents? 
	

	
	Has the approach to Risk Management been tailored to suit the scale of the project?
	

	
	Have risks been identified for each high-level of the WBS?
	

	
	Have the risks been evaluated and assessed?
	

	
	Does the preliminary acquisition plan include performance based acquisitions?
	

	
	Will there be a Change Control Board? Who will it include?
	

	
	Has an internal (government) configuration management process been developed?
	

	
	Have high level requirements been developed?
	

	
	Has the role of Line of Business Sponsor been considered in the Communications Plan?
	

	
	Has a system or process been developed or identified to manage the project and technical documentation of the project (Configuration Artifacts)?
	

	
	Does the initial WBS and Schedule have at least three levels and do all activities have dependencies?
	

	
	Are high level WBS nouns and activities verbs?
	

	
	Has an initial basis of estimate been prepared for each alternative under consideration?
	

	
	Is the project/investment team collaborating with other divisions or agencies, if needed?
	

	
	Is there any potential redundancy with any agency or SOG initiative?
	


Known Issues/Risks

	Risk Description
	Area of Risk 

(Communication, Cost, Quality, Schedule, Scope)
	Impact

(High, Medium, or Low)
	Probability of Occurrence (High, Medium, or Low)

	
	
	
	

	
	
	
	


Summary Scoring

	Deliverables

(Total Score between 3-6)
	Exit Criteria

(P or NP)
	Questions

(Subjective P or NP))
	Risk

(Number of High Impact/High Probability)

(2 or more = NP)

	
	
	
	


Recommendations

	Approval Level (check one)
	Explanations, Caveats or Conditions

	Approve
	
	

	Approve with Conditions
	
	

	Discontinue Project
	
	


Planning Phase Stage Gate Review

Stage Deliverables 

Please rate the deliverables for this Stage from 1 (Poor) to 3 (Excellent)

	Deliverable Name
	Completeness (1-3)
	Accuracy     (1-3)
	Adequacy 

(1-3)
	Comments

	Project Management Plan w/components (Final)
	
	
	
	

	Business Case w/components (Final)
	
	
	
	

	Project Assessment Plan (Final)
	
	
	
	

	Requirements Document (Draft)
	
	
	
	

	Procurement Plan (Draft)
	
	
	
	


Mandatory Exit Criteria:

The objective is to determine if the project has finalized project planning and defined initial baselines and requirements to permit outside validation. 

	Exit Criteria
	Pass (P)/      Not Pass (NP) 
	Comment

	The full scope of the project has been adequately described in the Business Case and the high level requirements meet the business need.
	
	

	The Project Management Plan is fully scaled and details all the appropriate components that address the needs of the project. This includes the definition of appropriately scaled reviews and deliverables
	
	

	All Deliverables have been defined. 
	
	

	The Information Security Officer has been identified.
	
	

	Business Processes affecting the investment have been documented.
	
	

	The Acquisition Plan has been approved by the Contracting Officer and there is obligated money for contract awards. All applicable contract clauses have been considered.
	
	

	The risk limits of the Business Owner have been defined and risks of highest impact have been sufficiently addressed with either mitigation or contingency plans. 
	
	

	Variances from baselines have been identified and mitigated.  [Cost and schedule variances and scope changes are identified, significant variances are explained, and Corrective Action Plans (CAPs) or rebaseline requests are in place as appropriate.] 
	
	

	Baselines have been reviewed and revised as appropriate.  [Should this project continue as-is, be modified, or be terminated based on current knowledge?] 
	
	

	The Project Management Plan and component plans have been reviewed and appropriately updated. [This includes Risk Management, Acquisition Plan, Change Management, Configuration Management, Requirements Management, Communication Plan, WBS/Schedule, IV&V Planning, Quality Assurance, Records Management, Staff Development Plan, and Security Approach.]
	
	


Suggested Questions

Reviewers will fill in their Role next to relevant questions and comment on observations 

	Role
	Question
	Comment

	
	Has an Alternatives Analysis been done to support the Business Case that incorporates recommendations by the IPT of a specific solution?
	

	
	Do the alternatives analyzed consider the use of existing systems, GOTS, COTS?
	

	
	Have business processes been modeled to a sufficient level given the phase of the project/investment?
	

	
	Have assumptions and constraints been identified with respect to each considered alternative?
	

	
	Has the Basis of Estimate been risk adjusted?
	

	
	Have triggers for risks been identified?
	

	
	Have potential performance goals been identified as a part of the business case?
	

	
	Are there any anticipated potential workforce disruptions, Labor Relations or Employee Relations issues associated with the project/investment?
	

	
	Are there any staffing classification issues such as new position descriptions, grades, etc that are associated with this project/investment?
	

	
	Are there any potential workforce planning issues such as employee development and training, staffing levels, filling skill gaps with contractors, and/or A-76 activities associated with this project/investment?
	

	
	Have the applicable security and privacy standards been considered as a part of the business case? 
	

	
	Is the basis of estimate realistic and thoughtfully prepared?
	

	
	Have a preliminary Acquisition Plan been developed that is appropriate to the level of requirements defined in the Business Case?
	

	
	Are all the activities included in the plan?
	

	
	How were activity estimates derived? 
	

	
	Is the lowest level of activity no longer than 80 hours?
	

	
	Is each team member working only on activities assigned in the plan?
	

	
	Are the EVM requirements included in all contracts?
	

	
	Are the appropriate security and privacy requirements included (or there is a plan to include the requirements) in all contracts.
	

	
	Are contracts competitively awarded?
	

	
	Does the budget contain all the resources required for successful completion of the project? This would include any interfaces with external systems and projects. 
	

	
	Does the schedule appear to be achievable, realistic and address all areas that need to be included in the project?
	

	
	Have performance goals been established and a monitoring mechanism implemented to assure goals are achieved?
	

	
	Do the performance goals align with the purpose of the project/investment as documented in the performance gap addressed in the Business Case?
	

	
	Does the reporting period cover the life cycle of the project/investment?
	

	
	Are performance measures outcome-based, or where appropriate, output-based, and related to the performance gaps the project/investment is designed to fulfill?
	

	
	Are performance measures stated as measures and are they SMART?
	

	
	Have contractor security procedures been developed?
	

	
	Has the security categorization been identified and complies with FIPS 199? 
	

	
	Is it clear when the resources need to start on the project?
	

	
	What are the tipping points for the project going off track? Is the communication channel open to the sponsor in this case?
	

	
	Is the WBS based on deliverables?
	

	
	Are the estimate assumptions clear and up front?
	


Known Issues/Risks

	Risk Description
	Area of Risk

(Communication, Cost, Quality, Schedule, Scope)
	Impact

(High, Medium, or Low)
	Probability of Occurrence (High, Medium, or Low)

	
	
	
	

	
	
	
	


Summary Scoring

	Deliverables

(Total Score between 3-6)
	Exit Criteria

(P or NP)
	Questions

(Subjective P or NP))
	Risk

(Number of High Impact/High Probability)

(2 or more = NP)

	
	
	
	


Recommendations

	Approval Level (check one)
	Explanations, Caveats or Conditions

	Approve
	
	

	Approve with Conditions
	
	

	Discontinue Project
	
	


Requirements Analysis Phase Stage Gate Review

Stage Deliverables 

Please rate the deliverables for this Stage from 1 (Poor) to 3 (Excellent)

	Deliverable Name
	Completeness (1-3)
	Accuracy     (1-3)
	Adequacy 

(1-3)
	Comments

	Requirements Document w/components (Final)
	
	
	
	

	Procurement Plan (Final)
	
	
	
	

	Design Document (Draft)
	
	
	
	

	Security Plans (Draft)
	
	
	
	


Mandatory Exit Criteria:

The objective is to determine if the project requirements have been defined sufficiently to be translated into the Business Product.

	Exit Criteria
	Pass (P)/      Not Pass (NP) 
	Comment

	The initial test plan is defined. 
	
	

	Requirements have been grouped and sufficiently detailed so that they can be tested once the product is developed. 
	
	

	Process and Data Models are defined adequately for product design. 
	
	

	Variances from baselines have been identified and mitigated.  [Cost and schedule variances and scope changes are identified, significant variances are explained, and Corrective Action Plans (CAPs) or rebaseline requests are in place as appropriate.] 
	
	

	Baselines have been reviewed and revised as appropriate.  [Should this investment continue as-is, be modified, or be terminated based on current knowledge?] 
	
	

	The Project Management Plan and component plans have been reviewed and appropriately updated. [This includes Risk Management, Acquisition Plan, Change Management, Configuration Management, Requirements Management, Communication Plan, WBS/Schedule, IV&V Planning, Quality Assurance, Records Management, Staff Development Plan and Security Approach.] 
	
	


Suggested Questions

Reviewers will fill in their Role next to relevant questions and comment on observations 

	Role
	Question
	Comment

	
	Are meetings conducted with the End Users to elicit requirements?
	

	
	Have the major stakeholders provided the business requirements?
	

	
	Has there been agreement by all stakeholders and the business owner on the requirements?
	

	
	What is the single most important requirement for the project?
	

	
	Can the business requirements be grouped into critical, major, minor, and nice-to-have categories?
	

	
	Are there any requirements that appear contradictory, ambiguous or unclear?
	

	
	Is there enough detail in the business requirements for an analyst to write a technical specification?
	

	
	What has been done to ensure that requirements are complete?
	

	
	What has been done to determine the accuracy of the requirements?
	

	
	Are the requirements detailed enough and with enough specificity to be measurable?
	

	
	What is the quality assurance process for the business requirements?
	

	
	Are the requirements testable?
	

	
	Are requirements suitable for subsequent design activities?
	

	
	Has the notification of security stakeholders been completed?
	

	
	Has the level of effort for security resources been determined?
	

	
	Do the requirements have sufficient information to ensure that acquisition management decisions and vendor proposal evaluations can take place?
	


Known Issues/Risks

	Risk Description
	Area of Risk 

(Communication, Cost, Quality, Schedule, Scope)
	Impact

 (High, Medium, or Low)
	Probability of Occurrence (High, Medium, or Low)

	
	
	
	

	
	
	
	


Summary Scoring

	Deliverables

(Total Score between 3-6)
	Exit Criteria

(P or NP)
	Questions

(Subjective P or NP))
	Risk

(Number of High Impact/High Probability)

(2 or more = NP)

	
	
	
	


Recommendations

	Approval Level (check one)
	Explanations, Caveats or Conditions

	Approve
	
	

	Approve with Conditions
	
	

	Discontinue Project
	
	


Design Phase Stage Gate Review

Stage Deliverables 

Please rate the deliverables for this Stage from 1 (Poor) to 3 (Excellent)

	Deliverable Name
	Completeness (1-3)
	Accuracy     (1-3)
	Adequacy 

(1-3)
	Comments

	Design Document w/ components (Final)
	
	
	
	

	Security BC/DR Plans (Final)
	
	
	
	

	Test Plan (Draft)
	
	
	
	

	Training Plan (Draft)
	
	
	
	

	Operations and Users Manuals (Draft)
	
	
	
	


Mandatory Exit Criteria:

The objective is to determine if the project has finalized project planning and defined initial baselines and requirements to permit outside validation. 

	Exit Criteria
	Pass (P)/      Not Pass (NP) 
	Comment

	No outstanding concerns among stakeholders regarding design adequacy or feasibility. 
	
	

	Design is adequately documented to allow effective and efficient development. 
	
	

	Business Continuity/Disaster Recovery plans are adequately documented to provide clear procedures and responsibilities
	
	

	Security Documents are as complete and accurate as possible. 
	
	

	Variances from baselines have been identified and mitigated.  [Cost and schedule variances and scope changes are identified, significant variances are explained, and Corrective Action Plans (CAPs) or rebaseline requests are in place as appropriate.] 
	
	

	Baselines have been reviewed and revised as appropriate.  [Should this investment continue as-is, be modified, or be terminated based on current knowledge?] 
	
	

	The Project Management Plan and component plans have been reviewed and appropriately updated. [This includes Risk Management, Acquisition Plan, Change Management, Configuration Management, Requirements Management, Communication Plan, WBS/Schedule, IV&V Planning, Quality Assurance, Records Management, Staff Development Plan and Security Approach.] 
	
	


Suggested Questions

Reviewers will fill in their Role next to relevant questions and comment on observations 

	Role
	Question
	Comment

	
	Has a formal review of the high-level architectural design been conducted?
	

	
	Does the Design Document provide an overview of the entire hardware and software architecture and data design, including specifications for external interfaces?
	

	
	Does the design include all lower-level detailed design specifications of the Business Product, such as general system characteristics, the logical and physical data model, user interfaces, and business rules?
	

	
	Has the Requirements Traceability Matrix been updated to describe how the system design will satisfy the functional, business, security, and technical specifications in the Requirements Document?
	

	
	Does the design define the release strategy in sufficient detail?
	

	
	Has the design addressed data conversion issues at the appropriate level?
	

	
	Has the interface control been documented?
	

	
	Has the design considered the impact of capacity (e.g., database, hardware) requirements on the implementation? 
	

	
	Have the needs for user, system, maintenance, operations, and business training and/or documentation been considered in the design?
	

	
	Have all stakeholders, including the end-user community, been kept informed and/or consulted as appropriate during the Design Phase?
	

	
	Does the design introduce the need to modify the Acquisition Plan?
	

	
	Given the proposed design, will the budget be sufficient to meet the needs of the project completion?
	

	
	Will the design facilitate the accomplishment of performance metrics?
	

	
	Are measurement indicators tailored and show clear line of sight to specific BRM line of business or sub-functions?
	

	
	Do any of the approved change requests for the project require modification in cost, schedule, scope, or resources?
	

	
	Are the types of tests, the acceptance criteria for those tests, and the manner of testing defined in sufficient detail?
	

	
	Does the test plan define all the types of tests (unit, functional, integration, system, security, performance (load and stress), user acceptance, and/or independent verification) that are to be carried out?
	

	
	Does the test plan describe the roles and responsibilities of individuals involved in the testing process and the traceability matrix?
	

	
	Are the resources needed for the hardware and software environments documented in the test plan?
	

	
	Are all other elements relevant to test planning and execution described in detail?
	

	
	Does the Test Plan include detailed Test Case Specifications that describe the purpose and manner of each specific test, the required inputs and expected results for the test, step-by-step procedures for executing the test, and the Pass/Not Pass criteria for determining acceptance?
	

	
	Are security control test completion dates for all systems associated with this project/investment within the last 365 days?
	

	
	Does the Business Continuity/Disaster Recovery Plan include complete descriptions of the strategy and courses of action if there is a loss of use of the established business product (e.g., system) due to factors such as natural disasters or system or security failures?
	

	
	Does the recovery strategy meet stated recovery time and recovery point objectives? 
	

	
	Are backup procedures and responsibilities well-designed and fully documented?
	

	
	Are post-disaster recovery procedures included in the design?
	

	
	Have business continuity/disaster recovery plans for all systems associated with this project/investment been tested within the last 365 days?
	


Known Issues/Risks

	Risk Description
	Area of Risk 

(Communication, Cost, Quality, Schedule, Scope)
	Impact

 (High, Medium, or Low)
	Probability of Occurrence (High, Medium, or Low)

	
	
	
	

	
	
	
	


Summary Scoring

	Deliverables

(Total Score between 3-6)
	Exit Criteria

(P or NP)
	Questions

(Subjective P or NP))
	Risk

(Number of High Impact/High Probability)

(2 or more = NP)

	
	
	
	


Recommendations

	Approval Level (check one)
	Explanations, Caveats or Conditions

	Approve
	
	

	Approve with Conditions
	
	

	Discontinue Project
	
	


Development Phase Stage Gate Review

Stage Deliverables 

Please rate the deliverables for this Stage from 1 (Poor) to 3 (Excellent)

	Deliverable Name
	Completeness (1-3)
	Accuracy     (1-3)
	Adequacy 

(1-3)
	Comments

	Test Plan (Final)
	
	
	
	

	Business Product (Final)
	
	
	
	

	Operations &Maintenance Manual (Final Draft)
	 
	
	
	

	System Security Plan (Final)
	
	
	
	

	Security Risk Assessment
	
	
	
	

	Training Plan (Final)
	
	
	
	

	Training Materials (Final)
	
	
	
	

	User Manual (Final)
	
	
	
	

	Implementation Plan (Draft)
	
	
	
	

	Organizational Readiness Assessment (Draft)
	
	
	
	

	SLAs/MOUs (Draft)
	
	
	
	


Mandatory Exit Criteria:

The objective is to determine if the code and/or other deliverables needed to build the Business Product have been completed within cost, schedule, and scope guidelines.
	Exit Criteria
	Pass (P)/      Not Pass (NP) 
	Comment

	Business Product satisfies the requirements established and refined during the Requirements and Design Phases. 
	
	

	Test Plan ensures that all test cases will be adequately evaluated and executed, and system tested to ensure requirements are met. 
	
	

	Security plans and risk assessments are complete and in compliance with regulatory requirements. 
	
	

	Variances from baselines have been identified and mitigated.  [Cost and schedule variances and scope changes are identified, significant variances are explained, and Corrective Action Plans (CAPs) or rebaseline requests are in place as appropriate.] 
	
	

	Baselines have been reviewed and revised as appropriate.  [Should this investment continue as-is, be modified, or be terminated based on current knowledge?] 
	
	

	The Project Management Plan and component plans have been reviewed and appropriately updated. [This includes Risk Management, Acquisition Plan, Change Management, Configuration Management, Requirements Management, Communication Plan, WBS/Schedule, IV&V Planning, Quality Assurance, Records Management, Staff Development Plan and Security Approach.] 
	
	


Suggested Questions

Reviewers will fill in their Role next to relevant questions and comment on observations 

	Role
	Question
	Comment

	
	Have the types of tests, the acceptance criteria for those tests, and the manner of testing been finalized?
	

	
	Has test files and/or test data been developed?
	

	
	Have the Test Plan and Test Cases been finalized? 
	

	
	Are new custom-software programs developed, new databases build and/or software components integrated?
	

	
	Has the developer placed code or other deliverables under configuration control and has change control been performed, as needed?
	

	
	Have unit and integration testing been performed by the developer with test results appropriately documented? 
	

	
	Has the developer ensured that all components of the system function correctly and interface properly with other components?
	

	
	Does the Test Plan include evaluation of Performance Metrics?
	

	
	Does the Operations & Maintenance Manual clearly describe the Business Product and the production environment? 
	

	
	Does the Operations and Maintenance Manual provides the operations and support staff, including the Help Desk,  the information necessary to effectively handle routine production processing, ongoing maintenance, and identified problems, issues, and/or change requests?
	

	
	Does the Systems Security Plan describe the security controls, as defined by the National Institute of Standards and Technology that are designed and implemented within the system?
	

	
	Does the Training Plan adequately describe the goals, learning objectives, and activities of the information that is to be provided to stakeholders who use and/or support the Business Product solution?
	

	
	Do the Training Materials include complete and accurate documentation on the deployment of the Business Product?
	

	
	Does the User Manual clearly explain how to use the established Business Product from a business function perspective?
	

	
	Does the Business Product that results from the development effort satisfy the established requirements?  
	

	
	If this is a software development effort, does the Business Product include the original source code, the binary executable, and the data repository (ies)?
	

	
	If this is a software development effort, has the developer transformed the logical information documented in the design phase and transformed it into source code?
	

	
	Have necessary infrastructure and associated products been acquired, configured, and integrated?
	

	
	Does the software Business Product also include a Version Description Document that identifies and describes all configuration items that comprise a specific build or release of the Business Product?
	

	
	As a result of the Development activities, do any of approved change requests for the project require modification in cost, schedule, scope, resources, or acquisition planning?
	

	
	Has static code analysis been performed to identify security vulnerabilities?
	

	
	Has the Validation Readiness Review been conducted to provide assurance that the software that is about to enter system testing has completed a thorough unit/module/software integration test?
	

	
	Does the Independent Verification &Validation (IV&V) Report adequately document the findings obtained during a specific IV&V Assessment that was conducted by an independent third party?
	


Known Issues/Risks

	Risk Description
	Area of Risk

(Communication, Cost, Quality, Schedule, Scope)
	Impact

 (High, Medium, or Low)
	Probability of Occurrence (High, Medium, or Low)

	
	
	
	

	
	
	
	


Summary Scoring

	Deliverables

(Total Score between 3-6)
	Exit Criteria

(P or NP)
	Questions

(Subjective P or NP))
	Risk

(Number of High Impact/High Probability)

(2 or more = NP)

	
	
	
	


Recommendations

	Approval Level (check one)
	Explanations, Caveats or Conditions

	Approve
	
	

	Approve with Conditions
	
	

	Discontinue Project
	
	


Test Phase Stage Gate Review

Stage Deliverables 

Please rate the deliverables for this Stage from 1 (Poor) to 3 (Excellent)

	Deliverable Name
	Completeness (1-3)
	Accuracy     (1-3)
	Adequacy 

(1-3)
	Comments

	Implementation Plan (Final)
	
	
	
	

	Test Reports (Final)
	
	
	
	

	Organizational Readiness Assessment (Final)
	
	
	
	


Mandatory Exit Criteria:

The objective is to determine if the test processes have been executed according to plan and whether the tests verify that the implementation of the Business Product will be successful. 

	Exit Criteria
	Pass (P)/      Not Pass (NP) 
	Comment

	Test plan ensures that test cases will be executed to make certain that requirements are met. 
	
	

	Testing of the Business Product supports the decision to move to the Implementation Phase. 
	
	

	Implementation Plan provides detailed information on the move of the Business Product into production. 
	
	

	Variances from baselines have been identified and mitigated.  [Cost and schedule variances and scope changes are identified, significant variances are explained, and Corrective Action Plans (CAPs) or rebaseline requests are in place as appropriate.] 
	
	

	Baselines have been reviewed and revised as appropriate.  [Should this investment continue as-is, be modified, or be terminated based on current knowledge?] 
	
	

	The Project Management Plan components have been reviewed and appropriately updated. [This includes Risk Management, Acquisition Plan, Change Management, Configuration Management, Requirements Management, Communication Plan, WBS/Schedule, IV&V Planning, Quality Assurance, Records Management, Staff Development Plan and Security Approach.] 
	
	


Suggested Questions

Reviewers will fill in their Role next to relevant questions and comment on observations 

	Role
	Question
	Comment

	
	Has the final Implementation Plan been developed?
	

	
	Does the Implementation Plan describe how the business product will be installed, deployed, and transitioned into the operational environment?
	

	
	As a result of the Test activities and the development of the Implementation Plan, do any of approved change requests for the project require modification in cost, schedule, scope, resources, or acquisition planning?
	

	
	Has acceptance testing been completed and do the outcomes verify readiness for training and implementation?
	

	
	Was a summary report created at the end of the test phases that completely documents the overall test results, including summarizing the test activities and describing variances?
	

	
	Was the identification of unexpected problems and/or defects that were encountered included?
	

	
	Was the validity of Performance Metrics evaluated?
	

	
	Does the Security Risk Assessment provide a formal risk assessment including the analysis of the security functional requirements and the identification of the protection requirements?
	

	
	Does the security risk assessment include the identification of all threats to and vulnerabilities in the information system; the potential impact that a loss of confidentiality, integrity, or availability would have and the identification and analysis of security controls?
	

	
	Were any applicable additional tests conducted to validate documentation, training, business continuity plans, disaster recovery, and installation?
	

	
	Does the Independent Verification &Validation (IV&V) Report verify the test results?
	


Known Issues/Risks

	Risk Description
	Area of Risk

(Communication, Cost, Quality, Schedule, Scope)
	Impact

 (High, Medium, or Low)
	Probability of Occurrence (High, Medium, or Low)

	
	
	
	

	
	
	
	


Summary Scoring

	Deliverables

(Total Score between 3-6)
	Exit Criteria

(P or NP)
	Questions

(Subjective P or NP))
	Risk

(Number of High Impact/High Probability)

(2 or more = NP)

	
	
	
	


Recommendations

	Approval Level (check one)
	Explanations, Caveats or Conditions

	Approve
	
	

	Approve with Conditions
	
	

	Discontinue Project
	
	


Transition Phase Stage Gate Review

Stage Deliverables 

Please rate the deliverables for this Stage from 1 (Poor) to 3 (Excellent)

	Deliverable Name
	Completeness (1-3)
	Accuracy     (1-3)
	Adequacy 

(1-3)
	Comments

	Business Product (Final)
	
	
	
	

	Project Completion Report (Final)
	
	
	
	

	Service Level Agreements (SLA)  and/or Memorandum(s) of Understanding (MOU)
	
	
	
	

	Business Continuity/Disaster Recovery Plan (Final)
	
	
	
	

	Operations & Maintenance Manual (Final)
	
	
	
	

	System Security Plan (Final)
	
	
	
	

	Security Risk Assessment (Final)
	
	
	
	

	Training Plan (Final)
	
	
	
	

	Training Materials (Final)
	
	
	
	

	User Manual (Final)
	
	
	
	


Mandatory Exit Criteria:

The objective is to determine if the project has finalized implementation.

	Exit Criteria
	Pass (P)/      Not Pass (NP) 
	Comment

	Business Product ready for production service and notification of the new solution is provided to all users and staff who are affected. 
	
	

	No outstanding concerns among stakeholders regarding implementation. 
	
	

	Security and authorization to operate documents are complete and the system is considered Certified and Accredited
	
	

	Variances from baselines have been identified and mitigated.  [Cost and schedule variances and scope changes are identified, significant variances are explained, and Corrective Action Plans (CAPs) or rebaseline requests are in place as appropriate.] 
	
	

	Baselines have been reviewed and revised as appropriate.  [Should this investment continue as-is, be modified, or be terminated based on current knowledge?] 
	
	

	The Project Management Plan and component plans have been reviewed and appropriately updated. [This includes Risk Management, Acquisition Plan, Change Management, Configuration Management, Requirements Management, Communication Plan, WBS/Schedule, IV&V Planning, Quality Assurance, Records Management, Staff Development Plan and Security Approach.] 
	
	


Suggested Questions

Reviewers will fill in their Role next to relevant questions and comment on observations 

	Role
	Question
	Comment

	
	Have required corrective actions been initiated on any outstanding documents?
	

	
	Are all required Service Level Agreement(s) (SLAs) and Memorandum(s) of Understanding (MOU) fully executed and in effect, specifying each party's requirements, responsibilities and period of performance including performance guarantees?
	

	
	Has the Operations & Maintenance Manual been updated based on results from the Test Phase? 
	

	
	Has the Systems Security Plan been finalized to describe the security controls, as defined by the National Institute of Standards and Technology that are designed and implemented within the system?
	

	
	Does the Training Plan adequately describe the goals, learning objectives, and activities of the information that has been implemented?
	

	
	Have the Training Materials been reviewed and updated to include complete and accurate documentation on the deployment of the Business Product?
	

	
	Has the Training Program been executed?
	

	
	Does the Security Risk Assessment provide a formal risk assessment including the analysis of the security functional requirements and the identification of the protection requirements?
	

	
	Does the risk assessment include the identification of all threats to and vulnerabilities in the information system; the potential impact that a loss of confidentiality, integrity, or availability would have and the identification and analysis of security controls?
	

	
	Has the User Manual been updated based on the results of the Test Phase?
	

	
	Does the Business Product that results from the development and test efforts satisfy the established requirements?  
	

	
	Have necessary infrastructure and associated products been acquired, configured, and integrated?
	

	
	Have all necessary data conversion steps been completed?
	

	
	Have any specified periods of parallel operation been completed successfully?
	

	
	Have all stakeholders been notified of the implementation, including information on the schedule, the benefits, the changes, and the impact on end-users?
	

	
	Have code attack simulations using automated scans and penetration testing on pre-production servers been carried out?
	

	
	As a result of the Development activities, do any of approved change requests for the project require modification in cost, schedule, scope, resources, or acquisition planning?
	

	
	Has an accurate Project Completion Report that describes any differences between proposed and actual accomplishments, documents lessons learned, provides a status of funds, and provides an explanation of any open-ended action items, along with a certification of conditional or final closeout of the development project, been developed and have the processes been implemented?
	

	
	Has the Business Continuity/Disaster Recovery Plan been updated based on results from the Development and Test Phases? 
	

	
	Are backup procedures and responsibilities well-designed and up-to-date?
	

	
	Has a Post-Implementation Review been conducted?
	


Known Issues/Risks

	Risk Description
	Area of Risk

 (Communication, Cost, Quality, Schedule, Scope)
	Impact

 (High, Medium, or Low)
	Probability of Occurrence (High, Medium, or Low)

	
	
	
	

	
	
	
	


Summary Scoring

	Deliverables

(Total Score between 3-6)
	Exit Criteria

(P or NP)
	Questions

(Subjective P or NP))
	Risk

(Number of High Impact/High Probability)

(2 or more = NP)

	
	
	
	


Recommendations

	Approval Level (check one)
	Explanations, Caveats or Conditions

	Approve
	
	

	Approve with Conditions
	
	

	Discontinue Project
	
	


Operations Phase Stage Gate Review

Stage Deliverables 

Please rate the deliverables for this Stage from 1 (Poor) to 3 (Excellent)

	Deliverable Name
	Completeness (1-3)
	Accuracy     (1-3)
	Adequacy 

(1-3)
	Comments

	Annual Operational Analysis (Final)
	
	
	
	

	Disposition Plans (Final)
	
	
	
	


Mandatory Exit Criteria:

The objective is to verify that the Business Product is managed and supported in a robust production environment and to determine whether the Business Product is still cost-effective to operate or if it should be retired. 

	Exit Criteria
	Pass (P)/      Not Pass (NP) 
	Comment

	Annual review of the operation provides a framework for deciding what enhancements or modifications are needed or whether the business product should be replaced or disposed of. 
	
	

	Documentation and the training programs include input from stakeholders. 
	
	

	Variances from baselines have been identified and mitigated.  [Cost and schedule variances and scope changes are identified, significant variances are explained, and Corrective Action Plans (CAPs) or rebaseline requests are in place as appropriate.] 
	
	

	Baselines have been reviewed and revised as appropriate.  [Should this investment continue as-is, be modified, or be terminated based on current knowledge?] 
	
	

	The Project Management Plan and component plans have been reviewed and appropriately updated. [This includes Risk Management, Acquisition Plan, Change Management, Configuration Management, Requirements Management, Communication Plan, WBS/Schedule, IV&V Planning, Quality Assurance, Records Management, Staff Development Plan and Security Approach.] 
	
	


Suggested Questions

Reviewers will fill in their Role next to relevant questions and comment on observations 

	Role
	Question
	Comment

	
	Does the plan for the Annual Operational assessment include a review of the EPMO evaluation and the performance metrics during operation to determine whether the business product is meeting original user requirements and any new requirements or changes?
	

	
	Does the plan provide a means to analyze alternatives for deciding on new functional enhancements and/or modifications to the business product, or the need to dispose of or replace the business product altogether?
	

	
	Has the annual Operational Analysis adequately evaluated system performance, user satisfaction with the system, adaptability to changing business needs, and new technologies that might improve the system?
	

	
	Do any of the approved change requests for this project/investment require a modification in the financial analysis?
	

	
	Do measurement indicators support the performance measures agreed upon?
	

	
	Are contingency plan test dates for all systems associated with this project/investment within the last 365 days?
	

	
	Is continuous security monitoring of selected controls conducted on an ongoing basis to ensure that maintenance patches and enhancements have not introduced any vulnerabilities? 
	

	
	Have the Operations Manual, Business Case Analysis, and Business Continuity/Disaster Recovery Plan been updated as required?
	

	
	Is there a well-developed Disposition Plan that addresses how the components of the operating Business Product will be handled at the completion of operations to ensure proper disposition of all the components and to avoid disruption of the individuals and/or any other Business Products impacted by the disposition? 
	

	
	Does the plan include an end of life security plan of the Business Product?
	

	
	Does the plan include methods for the deliberate and systematic decommissioning of the Business Product with appropriate consideration of records management?
	


Known Issues/Risks

	Risk Description
	Area of Risk

 (Communication, Cost, Quality, Schedule, Scope)
	Impact

 (High, Medium, or Low)
	Probability of Occurrence (High, Medium, or Low)

	
	
	
	

	
	
	
	


Summary Scoring

	Deliverables

(Total Score between 3-6)
	Exit Criteria

(P or NP)
	Questions

(Subjective P or NP))
	Risk

(Number of High Impact/High Probability)

(2 or more = NP)

	
	
	
	


Recommendations

	Approval Level (check one)
	Explanations, Caveats or Conditions

	Approve
	
	

	Approve with Conditions
	
	

	Discontinue Project
	
	


Disposition Phase Stage Gate Review

Stage Deliverables 

Please rate the deliverables for this Stage from 1 (Poor) to 3 (Excellent)

	Deliverable Name
	Completeness (1-3)
	Accuracy     (1-3)
	Adequacy 

(1-3)
	Comments

	Project Archives
	
	
	
	


Mandatory Exit Criteria:

The objective is to have an orderly shutdown of the Business Product operation.

	Exit Criteria
	Pass (P)/      Not Pass (NP) 
	Comment

	Data archiving, security, and data and systems migrations are complete. 
	
	

	If appropriate, has the migration of data and the function to a new system been well-planned. 
	
	

	Final phase-end review has been conducted. 
	
	

	The Project Management Plan and component plans have been reviewed and appropriately updated. [This includes Risk Management, Acquisition Plan, Change Management, Configuration Management, Project Categorization, Requirements Management, Communication Plan, WBS/Schedule, IV&V Planning, Quality Assurance, Records Management, Staff Development Plan and Security Approach.] 
	
	


Suggested Questions

Reviewers will fill in their Role next to relevant questions and comment on observations 

	Role
	Question
	Comment

	
	Are the Project Archives that preserve vital information, including both documentation of project execution and the data from the production system, appropriately preserved?
	

	
	Is Lessons Learned included in the Project Archives?
	

	
	Have security objectives, including secure data and system transfer, sanitization and disposal of media, been accomplished?
	

	
	Has the Disposition Plan, including the orderly breakdown of the system, its components and the data within, been followed?
	

	
	Has a final phase-end review been conducted after the system retirement to ascertain if the system and data have been completely and appropriately disposed of?
	

	
	Are completed contracts closed appropriately?
	


Known Issues/Risks

	Risk Description
	Area of Risk

 (Communication, Cost, Quality, Schedule, Scope)
	Impact

 (High, Medium, or Low)
	Probability of Occurrence (High, Medium, or Low)

	
	
	
	

	
	
	
	


Summary Scoring

	Deliverables

(Total Score between 3-6)
	Exit Criteria

(P or NP)
	Questions

(Subjective P or NP))
	Risk

(Number of High Impact/High Probability)

(2 or more = NP)

	
	
	
	


Recommendations

	Approval Level (check one)
	Explanations, Caveats or Conditions

	Approve
	
	

	Approve with Conditions
	
	

	Discontinue Project
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