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1.0 Risk Management

1.1 Key Knowledge Area Purpose

A.
This guideline applies to the following knowledge areas:

	Knowledge Area
	Applicable?

	Integration Management
	Y

	Scope Management
	

	Time Management
	

	Cost Management
	

	Quality Management
	

	Human Resources Management
	

	Communications Management
	Y

	Risk Management
	Y

	Procurement Management
	


B.
The purpose of integration management is to ensure coordination of the different elements of a project to achieve the needs and expectations of project stakeholders.  It includes project plan development, project plan execution, and integrated overall change control.

C.
The purpose of communications management is to ensure timely and effective flow of information for a project.  It includes communication planning, information distribution, performance reporting, and administrative closure.

D.
The purpose of risk management is to ensure the identification, analysis, and appropriate response to the risks encountered by a project.  It includes risk management planning, risk identification, qualitative risk analysis, quantitative risk analysis, risk response planning, and risk monitoring and control.

1.2 Guideline Purpose

A.
The purpose of this guideline is to detail  the process to identify, assess, control, and report project hazards throughout the project life cycle and to calculate the risk both individually and cumulatively of all project hazards.

1.3 Definitions

	Term
	Definition

	Configuration Management (CM)
	(1) The disciplines that create and maintain a controlled environment that protects intellectual assets by identifying the assets being protected, allowing re-creation of the assets in any version, tracking and controlling changes over time, informing affected groups and individuals of the status and content of the assets, and supporting planning for the activities within those disciplines. (2) The group responsible for implementing those disciplines.

	Configuration Manager
	The person with Configuration Management responsibility within a project or organization.

	Georgia Technology Authority  (GTA)
	The State’s Authority for coordinating a comprehensive statewide Information Technology (IT) vision.  The GTA will provide agencies with technical assistance in strategic planning, program management, and human resources development.

	Program Management Consultant (PMC)
	The GTA PMO staff member assigned to provide consultation and mentoring in integrating the discipline of project management into all projects.

	Project Management Institute (PMI®)
	A non-profit organization for the promotion of project management knowledge.

	Program Management Office (PMO)
	 (1) An organizational entity responsible for management and oversight of the organization’s projects. (2) As a specific reference in this document, the PMO for the Georgia Technology Authority.

Alternatively, the acronym may stand for Project Management Office, with the same meaning as definition (1), above.  An organization may use both forms, with the Program Management Office generally having responsibility for multiple Project Management Offices. 

	Project Management Plan (PMP)
	 (1) At minimum, a documented statement of the intended actions an organization will take in pursuit of a project’s goals and objectives.  (2) A comprehensive statement of all key factors guiding a management team in their pursuit of project goals and objectives, the strategy and tactics the team will execute, and other information necessary to understand the project, its products and services, its organizational structures, and its intended actions.  (3) The specific document prepared as a project deliverable using the Project Management Plan template (GTA-PMO-TEM-030) as a model, the object of the methodology in this document.

	Risk
	(1) An event or condition that may occur, causing a negative impact on the project.  (2) The measure of probability of an occurrence, multiplied by its impact to project goals, expressed in dollars.

	Risk Assessment Report (RAR)
	A formal project deliverable first approved at the end of the planning phase and continuously updated thereafter.  It presents the current risk profile for the project and defines the criteria for identifying risks in all key aspects of the project.

	Risk Manager (RM)
	The person assigned duties for the administrative tasks of risk management within a project.

	Top Ten Risks
	Identification of High Impact/High Probability significant risks.  Emphasis is to focus on significant High Impact/High Probability, High Impact/Medium Probability, Medium Impact/High Probability risks.  Risks can be more or less than literally ten.

	Triggers
	An event that precipitates other events.


1.4 Process Owner
A.
The Georgia Technology Authority Program Management Office (GTA PMO) is responsible for the maintenance of this process.

1.5 General Logic
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Figure 1: The Dimensions of Risk

A.
For the purposes of this guideline, a risk is an event or condition that may cause a negative effect on a project
.  Risks are most commonly measured in terms of severity (the dollar/schedule effect) and probability (the likelihood of the condition or event occurring).  That measure, however, assumes the estimates for one risk are as accurate as the estimates for another, at another time.  The above illustration is a reminder of risk’s third dimension – uncertainty.  See Figure 1.

B.
In statistics, uncertainty measures the accuracy of estimates for probability.  An estimate made in the realm of certainty assumes 100% accuracy in the definition of outcomes and probabilities.  For example, throws of a fair die will have six outcomes, each 1/6th as likely to occur as the other.  An estimate made in the realm of uncertainty assumes neither the outcomes nor the probabilities can be accurately predicted.

C.
The thrust of this guideline is to reduce the level of uncertainty by increasing the likelihood that the Project Manager is aware of all possible outcomes, and then by applying analytical methods that increase the accuracy of the estimates for probability and severity.

D.
Although this approach originates in mathematical theory it also supports the needs of project risk management.  As a practical matter for projects, risk management could simply be called the discipline for eliminating catastrophic surprises.  That requires identifying the events that could occur, then minimizing the effect of the events that cannot be avoided.
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Figure 2: Leverage through Early Identification

E.
An emphasis on identification carries several benefits.  As shown in Figure 2 above, identifying a risk early creates leverage for a Project Manager (by increasing the time available to try offsetting strategies).  Secondly, an unanticipated event has more force, because the factors that brought the event about have had more time to operate, and because surprises may shock a project team into inaction precisely when a swift response is needed.

1.6 Procedural Overview
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Figure 3: PMI( Risk Management Processes

A.
Project Management Institute (PMI() discussions of risk management recognize the effects of timely reaction by stressing planning as a prerequisite to identification.  Analysis and further planning then lead to monitoring and control.  See Figure 3.
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Figure 4: Procedural Overview

B.
This guideline blends the PMI( risk management processes into a continuous methodology to be applied throughout a project’s life cycle.  See Figure 4.

1.
Risk management planning primarily occurs during project initiation but continues for the entire life cycle, based on feedback from monitoring and control.

2.
Risk identification must be continuous throughout the project/product life cycle, including the administrative closeout guidelines at the end of the project.

3.
Qualitative and quantitative analysis follow risk identification and precede risk response planning, but the methodologies in both feed other processes as well
.

4.
Likewise, risk response planning has a definite sequence in the cycle but also has flows to other processes.

5.
Monitoring and control allies closely with both risk identification and risk management.

C.
The guideline uses five primary mechanisms:

1.
The Risk Assessment Report (RAR) is a formal project deliverable, first approved at the end of the planning phase and continuously updated thereafter.  It presents the current risk profile for the project and defines the criteria for identifying risks in all key aspects of the project.

2.
The Risk Barometric Chart is a graphic depiction of the current risks, mapped against potential impact and probability of occurrence.

3.
The Top Ten Risks is a list of the worst hazards currently foreseen by the project team.  It is part of the RAR, but is presented in project reviews as a separate summary.

4.
The Risk Management Plan (RMP) is a portion of the Project Management Plan (PMP) that guides the project as a whole.

5.
Project Management tools, such as issues tracking software, provide the means to record and monitor information on risks and to analyze potential costs.

D.
Communication is essential in all of the processes and critical to effective risk management.  Risks that are identified but unreported are the same as unidentified risks.

1.7 Guideline Goals

A.
The goal of this guideline is a project environment that informs management of conditions or events that represent potential hazards; that controls the potential hazards to eliminate or minimize negative effects; and that provides mechanisms for planning and improving risk response within each project and throughout the enterprise.

1.8 Standards

A.
Each risk identified by the project team will be recorded, in project management software or using a form similar to the Risk Report Form (GTA-PMO-FOR-013) provided by the PMO.  The minimum information includes:

1.
Name

2.
Description

3.
Tracking number

4.
Affected activity

5.
Impact on project

6.
Date of risk identification

7.
Target resolution date

8.
Criticality – Routine, Important, or Critical

9.
Possible solution

10.
Owner and date owner assigned

B.
Each risk will have a designated owner, responsible for initial analysis and for subsequent monitoring of the risk and activities for its resolution.

1.
The owner will record the following minimum information on the analysis:

a.
Detailed impact

b.
Estimated dollar value of impact

c.
Basis for estimated probability

d.
Estimated probability of occurrence

2.
The owner will record the following event tracking information:

a.
Description of significant events affecting status of the risk or its resolution

b.
Dates for the events

c.
Decisions or actions resulting from the events

C.
Each project will have a Risk Manager (RM) function, responsible for assessing and monitoring the risk profile of the project as a whole.  The Project Manager may elect to perform the RM role personally, or may designate another member of the project team as RM.

D.
The RM will prepare information for management review of project risks in project status meetings and in monthly program status reviews.

E.
The primary vehicle for management reporting is the Risk Assessment Report (RAR), GTA-PMO-TEM-010.  Other templates and forms are embodied within the Report, or attached as materials in the Report’s Appendices:

1.
A table copied from the Program Manager Top Ten Risks form (GTA-PMO-FOR-005) is embodied in the Report.

2.
The current version of the project’s Risk Analysis Profile (GTA-PMO-FOR-026) is appended as Appendix A.

3.
Individual Risk Report forms are appended as Appendix B.

F.
Documentation created without using the templates should adhere to the template format, organization, and information content.  The Program Management Consultant (PMC) assigned by the PMO to the project should advise project teams that choose to omit or change standard sections on the potential impact of the tailoring.

1.9 Responsibilities

1.9.1 Program Manager

A.
Ensures contingency funding is available for risk mitigation

B.
Plans mitigation strategies and communicating them to the responsible Project Manager

C.  Reviews and presents Top Ten Risks at the monthly program review meetings

D.
Attends risk review sessions

E.
Identifies program-level and external risks
 and communicating them to Project Managers

1.9.2 Project Manager

A.
Develops and maintains a risk management plan within the PMP

B.
Develops and maintains the project Risk Assessment Report

C.
Develops and maintains the Top Ten Risks and other risk-related materials provided to the Program Manager

D.
Establishes mitigation strategies for risks within the project and informs the Program Manager

E.
Executes mitigation strategies and tracks their effectiveness

F.
Ensures project management software tools or manual systems used for risk management are maintained in a timely manner

G.
Identifies risks related to project schedules, budgets, customer expectations, or contractor / customer relations

H.
Selects project management tools and coordinating their installation

I. Designates a Risk Manager (RM).  This is usually the Project Administrator (PA) but the Project Manager may choose to serve as RM, or may select another team member

J. 
Reviews project risk reports

K. 
Provides for the evaluation, support, and acquisition of tools and training for risk management, such as GTA standard project management tools

L. Notifies GTA senior management of critical project risks and reports cases where a project is not managing risks effectively

M. Ensures the implementation of accurate, timely, and complete risk tracking metrics

N. Ensures team members and stakeholders are notified of significant changes to risk status

O. Performs tasks of Project Administrator if one is not assigned

P. Performs tasks of Risk Manager if one is not assigned

Q. Assures tasks of Quality Assurance functions are performed

1.9.3 Project Team Members

A.
Identifies and reports risks, and suggesting potential solutions

1.9.4 Project Administration (PA)

A.
Documents and maintains the PMP (including the risk management plan)

B.
Compiles metrics on risk management

C.
Documents and distributing risk notifications

D.
Participates in risk review sessions

E.
Identifies risks related to project reporting, to the mechanics of project scheduling and budgeting, or to organizational administrative matters (such as the conflicts between deadlines and enterprise holidays)

1.9.5 Quality Assurance (QA)

A.
Ensures risks and their solutions are properly documented in accordance with guidelines
B.
Audits risk tracking on a periodic basis to ensure this guideline is being followed and that risks are being closed in a timely manner

C.
Identifies QA-related risks

1.9.6 Configuration Management (CM)

A.
Maintains the integrity of the Risk Management database, if applicable

B.
Defines the scheme for assigning tracking numbers to risks.

C.
Reports risk management status metrics to the Project Manager on a periodic and event-driven basis.

D.
Reports risk management status metrics at Program Reviews.

E.
Identifies CM-related risks.

1.9.7 Risk Manager (RM)

A.
Assesses and monitors the risk profile of the project as a whole.

B.
Preparing documentation for project status meetings and monthly program status reviews, based on the information content and format in the following templates and forms:

1.
The Risk Assessment Report (RAR, GTA-PMO-TEM-010)

2. The Risk Analysis Profile (GTA-PMO-FOR-026) 

3. The Program Manager Top Ten Risks form (GTA-PMO-FOR-005)

4.
The Risk Analysis Scoring Worksheet form (GTA-PMO-FOR-026)

C.
Designates an owner for each risk reported within the project

D.
Assists risk owners as needed with analysis of risks

E.
Ensures a lessons learned session is conducted for each closed risk

Note:
The Project Manager may elect to perform the RM role personally, or may designate another member of the project team as RM.

1.9.8 Risk Owner

A.
Performs qualitative analysis of each risk assigned, and recording the analytical data

B.
Notifies the RM when the qualitative analysis is complete

C.
Monitors significant events affecting the status of the risk and its resolution activities, and records the tracking information

D.
Records information from the lessons learned sessions

1.9.9 Program Management Office (PMO)

A.
Provides Program Management Consultant (PMC) services for project oversight and mentoring

B.
Maintains the Risk Management Guideline for the GTA

1.9.9 Program Management Consultant (PMC)

A.
Reviews the Risk Management Plans within the PMP

B. Provides guidance and mentoring on the development of the project RAR

C.
Coordinates risk management and the maintenance of risk management tools

D.
Serves as liaison between the project and the PMO; especially with coordination of risk management status and metrics

1.10 Activities

1.10.1 Activity Overview
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Figure 5: Activity Overview

A.
This guideline operates at three levels, as shown in Figure 5 above:

1.
The Program Manager level reviews risk information, summarized on risk barometric charts and Top Ten Risk forms, from all projects in the Program.  The Program Manager has responsibility for decisions on mitigation strategies and on the use of resources for the strategies, including the release of contingency funds.

2.
The Project Manager level analyzes risks, plans risk management, and acts as a conduit from the project to the Program Manager level.  The Project Manager, designated Risk Manager, Project Administrator, and assigned risk owners have duties at this level.

3.
The Individual (Team Member) level identifies and monitors risks.  The team members serve to multiply the breadth of the Project Manager’s oversight.

B.
Once the project has moved past its preparatory stages, project and program personnel can adapt the forms and tasks in this guideline to meet unforeseen events.  The intent, however, is to have a regular schedule for risk management – thereby avoiding unforeseen events.

1.10.2 Preparatory Activities

	Resources
	Activity
	Deliverable

	PMO
	Delivers templates for the PMP and for the risk management documentation.
	Templates

	Finance
	Establishes program-level contingency funds.
	Contingency Fund Reserves

	Project Manager
	Designates a project Risk Manager (RM), or assumes RM duties.
	Risk Manager Designation

	Project Manager and Risk Manager
	Reviews the classifications in the Risk Analysis Profiling Worksheet (GTA-PMO-FOR-026) against the project as a whole.  The Worksheet is normally used with specific risks but a review against the project as a whole may help the PM and RM understand the project environment in depth.  The activity is optional but recommended.
	Risk Analysis Scoring Review (Optional)

	Project Manager and Risk Manager
	Develops Risk Management Plan:  Documentation may refer to this guideline but must define:

1.
The method used to ensure identification of risks, and the communication of those risks to the project management team

2.
The method used to perform qualitative and quantitative analysis of reported risks

3.
The metrics used to control risk management

4.
The methods used to track and report risk management activities (These methods must include mechanisms for triggering mitigation on critical risks.)
	Risk Management Plan

	Project Manager and Risk Manager
	Coordinates selection and installation of project management tools that will meet the needs of the risk management plan. Tasks include:

1.
Recording the necessary data (refer to paragraph 1.8, Standards, for a list of the minimum data requirements)

2.
Routing risk notifications to the responsible individuals

3.
Producing reports that include listings of the data recorded for each risk and metrics on risk management activity
	Installed Tools

	Risk Manager
	Prepares and presents risk management plan briefing to the project team.  This is normally an item on the agenda of the project kickoff meeting.
	Briefing

	Risk Manager
	Customizes Risk Assessment Report template (GTA-PMO-TEM-010).
	Customized RAR


1.10.3 Activities for the Project Team

1.10.3.1 Identifying Risks

A.
Risk identification cannot be a passive reaction to risks as they occur – that is usually too late for effective action.  It is more a matter of developing situational awareness, by continually filtering conditions and events for their potential impact.

1.
Team members should use “active listening”, the technique of anticipating the meaning and impact of a speaker’s message.  Misunderstandings are a major source of risk.  For example, a systems analyst hearing “that’s how we work around the present system” from a user representative should actively understand the present system is not doing the work it should perform.  The implied risk is that plans predicated on the business rules of the present system will fail.

2.
Similarly, the team members should use “active reading” to understand the implications of written materials.  This includes articles in trade publications, newspapers, and other sources of political, economic, and technical information.

B.
Risk identification is a job for every member of the project team, especially in large projects.  Every person trying to identify risks lowers the chance of surprise.  Secondly, team members are often in a better position to recognize potential hazards arising from project details.

1.10.3.2 Reporting Risks

A.
Team members who become aware of potential risks must record the information in project management software or on a paper form.

B.
The minimum information to report includes:

1.
The name of the person reporting the risk

2.
The date of reporting

3.
A description of the risk

4.
The affected project activity or activities

5.
The potential impact on the project

6.
One or more possible solutions

7.
The criticality of the risk:

a.
The risk potential is slight at this time.

b.
The risk potential is moderate (if not corrected within 90 days, project completion and the baseline schedule and budget are likely to be effected)
.

c.
The risk potential is severe (if not corrected within 45 days, project completion and the baseline schedule and budget are likely to be effected).

C.
This information is incorporated in Section I of the Risk Report form (GTA-PMO-FOR-013).  Note that the criticality on the form is color-coded (Green, Yellow, and Red).

D.
To complete the notification, the team member (or the software) should transmit the information to the Risk Manager.

1.10.4 Activities for the Risk Manager (RM)

1.10.4.1 Receiving Risk Notifications

A.
On notification of a risk, the RM reviews the information supplied by the reporting team member, classifies the risk, identifies an owner, and annotates the risk report prior to routing the report to the owner.

B.
All risks should be assigned to a primary classification.  The act of classification is itself useful since it leads to improved understanding of what the risk is, and how it can affect the project.  The primary reason for classification, though, is to bring focus to problem areas.  A natural instinct is to focus on individual large risks.  Classification allows management to recognize patterns such as a trend for lower-level risks accumulating in a single area.  
The following table describes risk classifications and principles of prevention.  If the reported risk violates a given set of principles, the RM should place the risk within that classification.

	Risk Classification
	Principles of Prevention

	Project Expectation
	All key players should have a “meeting of minds” at project inception.  Agreement should be reached and documented concerning such items as business benefit to be realized, scope, critical dates, functionality, budget constraints, etc.

	Plan and Schedule
	The plan should be based on a solid foundation, achievable, and tracked.  Milestones should be tracked.  Estimates should be solid, and their accuracy proved.  It should be documented when Contractor experts are consulted and how previous experience is factored into the plan.  The plan should be kept up-to-date by tracking. All relevant constituencies should be briefed.

	Budget
	The Contractor should be comfortable with the project and the agreed-upon budget.  This can only be assessed after the plan is priced with all contingencies considered.  There should be a clear process for dealing with price changes.  All costs should be considered and controlled.  In addition, the burn rate should be tracked against the project's budget.

	Capital Investment
	The capital requirements should run in parallel to the project.  Mitigation should be in place for the effect of early termination of the project on contract and lease commitments.  The Contractor should acknowledge capital commitments by the Client.

	Contract
	The contract should adequately reflect the commitments of the Contractor and Client.  Legal counsel for the Contractor and for the Client should be involved in the development of the agreement.  Contractor project management should be aware of key provisions and of any special clauses such as mitigated damages provisions.  Documentation should be maintained to track Contractor and Client performance against their respective commitments.

	Business Domain Knowledge
	Contractor should provide a Project Manager and Principal Consultants who have relevant experience in the business domain.  Client should commit the necessary internal experts to the project.

	Decision Makers and Key Influencers
	Any key influencers or project sponsors who own the business area, are knowledgeable about the application, are involved in the project, or who are empowered to make decisions should be identified.  Any factions that could be detrimental to the project should be identified.

	Competitor
	Competitors and their strengths and weaknesses should be identified during the bid process.  The Contractor should clearly understand how the Client feels about other vendors and their proposals.  Post-bid activity by unsuccessful vendors should be monitored.

	Vendor Partnership
	If multiple vendors are participating in the project, their relationships should be understood. All Contractor companies should be committed.  Contracts should be in place to define the responsibilities and authorities of all involved parties.

	Project Staffing
	All staffing needs should be defined and understood.  Both the Contractor and the Client should be committed to providing the right people in the right place at the right time.  That commitment should include ensuring the Contractor and Client organizations are aware of, and willing to support, availability of key personnel for designated schedule dependencies.  The staffing plan should be tracked.  Necessary contractual commitments should be made for temporary help and subcontractors.

	Technology
	All technologies should be clearly understood and agreed upon by all parties, including any secondary technologies required for support of the primary technology.  Contractor should have experience with the relevant technologies, or should be able to provide the experience through identified channels.

	Multiple Location
	If multiple sites are involved with the development or deployment of an application, the necessary management and communication should be in place. Management and team members at each site should be identified.  Any site differences in time zones, language, or culture should be identified.  The potential for a feeling of disenfranchisement at remote sites should be monitored.

	Project Funding
	Sources of project funding and the commitment of decision makers in those sources should be identified.  The mechanisms for providing or withdrawing funding should be understood. Contingency funding, and the mechanisms for obtaining it, should be understood.

	Training
	The need for training developers, users, and operators should be planned and scheduled.  Availability of personnel to conduct training and to be trained should be planned.  The effect of learning curves on task durations should be reflected in schedules.

	Product Engineering
	The stability, completeness, clarity, validity, feasibility, precedence, scale, functionality, and difficulty of all requirements should be analyzed.  All interface requirements should be documented.  A rigorous change control guideline should be in place.  Performance requirements should be objectively measurable; should be stated for nominal and peak loads; and should include growth factors.  Testing requirements should be stated in objectively measurable terms.  All constraints from hardware or software included in the environment should be identified.

	Development Environment
	The methodologies and process models guiding the project should be defined within the project planning documents.  The selected methodologies and models should be adequate for ensuring project success (measured by schedule, budget, adherence to requirements, and fitness for use).  The project team should understand the methodologies and models.  Communications channels should be clearly understood, and used.  Requirements and changes should be controlled.  Issues and risks should be managed.  Reporting mechanisms should give management visibility into project status, activities, and trends. 

	Program Constraint
	Constraints on the schedule, budgets, resources and staffing, facilities, contract terms and conditions, and technology should be understood and documented.

	Facilities
	Planning for workstation and communications facilities should be rigorous.  Provision should be made for emergencies, disaster recovery, and backup.  Site safety should be planned and enforced.

	External/Regulatory
	External events in the political, economic, and technological arenas should be monitored for their potential effect on the project.


C.
The RM completes status-tracking information in the project management software or in Section II of the Risk Report form:

1.
A name for the risk:  This is a short descriptive name used for reporting.

2.
A tracking number:  The project management software may assign the number automatically, or the Configuration Manager will define the scheme for numbering.

3.
Risk classification:  The classification selected above. 

4.
Target date for resolution:  This is the date when the risk should be resolved, if negative effects are to be avoided.

5.
Designation of an owner for the risk.  The owner is responsible for monitoring the risk and must be in a position where new information is readily available.  The RM should update the project management software or the Risk Report form to identify the owner and show the date of assignment.

D.
When the status tracking information is complete, the RM should notify the risk owner (by using the facilities of the project management software, or by routing the Risk Report form).

1.10.4.2 Analyzing Risks

A.
The risk owner will perform the initial risk analysis, and will notify the RM of the results.  At that point, the RM should update the Risk Report to show the current criticality (in Section II of the Risk Report form) and the Tracking log (in Section IV).

B.
Team members may suggest a target resolution date when submitting risk reports.  The RM is responsible for deciding whether that date will allow time for resolution without impact.  If not, the RM should change the Target Resolution Date in Section II and update the Tracking log (in Section IV) to show the change.

C.
The RM is responsible for analyzing the current risk picture for the project.  This includes setting time frames for risk resolution, preparing updates for project status meetings, and preparing a Risk Barometric Chart.

D.
Each week, the RM should prepare notes on significant changes in the risk picture for the project, including new risk notifications and changes in status for previously reported risks.  After presenting the notes in the status meeting, the RM should update the individual risk reports to show actions and decisions made.  If the discussions lead to a change in criticality, the RM should update the Current Criticality and Criticality Date fields (Section I of the Risk Report form) and note the change in the Tracking log (Section IV).
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Figure 6: Risk Barometric Chart

E.
The Risk Barometric Chart, shown in Figure 6 above, is a method for prioritizing risks and communicating the project risk picture for review.  The RM should prepare the chart in time for the project’s first monthly program review, or earlier if a significant number of risks are reported in the first month.  After the first version, the RM should update the chart for significant changes.

1.
To prepare the chart, the RM should sort the current unclosed risk reports by impact and probability, and then map the risks onto the chart, working from the upper right to the lower left.  The upper right is for large impact, high probability risks.  The lower left is for small impact, low probability risks.  Colors represent the relative priority, from red (very high) to solid green (very low).  Letters represent individual risks
.

2.
The intent is not mathematical precision.  The positioning of each pair of risks is more important.  Risk A, for example, is considered a large-impact, high-probability risk that should receive high priority.  Risk B falls in the same classifications, but is likely to occur and is therefore set lower on the probability scale.  Risks C and D are more probable than A but have less potential impact and are therefore above and to the left of A.

3.
The RM should prioritize risks in accordance with either probability or impact, using timing as a tiebreaker.  Apply the same prioritization method throughout the project.

1.10.4.3 Performing Quantitative Risk Analysis

A.
Quantitative risk analysis applies rigorous methodology to gain accuracy in predictions of risk impact and probability.  In most cases, the rough estimates of qualitative analysis will suffice as a basis for decision-making.

B.
The more rigorous quantitative methods may be impractical for many projects, or for use on every risk.  Monte Carlo simulation, for example, is an unwieldy tool unless the project management software has support for it.

C.
Therefore, the recommended use of quantitative analysis in this guideline is to develop a detailed cost model to assess impact.  The RM and the Project Manager should prepare the model together.

1.
Predict the effect of the risk in terms of schedule delays, by inserting additional tasks in the schedule, by increasing task durations, or by lowering the percentage of time people have for productive work:

a.
Additional tasks are most appropriate when the risk represents an additional discrete work item or set of work items.

b.
Increased task durations are most appropriate when the risk represents an additional step in the normal routines, such as additional testing.

c.
Lowered resource availability can either reflect a true risk of people having shorter schedules (as when their time must be diverted to other projects), or a risk of lowered productivity caused by such conditions as customer-imposed meetings or delays.

2.
Recalculate the critical path through the schedule.

3.
Recalculate the budget based on the new critical path.

4.
Add any extraordinary budget items caused by the extension of the schedule.  For example, housing costs for traveling members of the project team may increase significantly if the extension crosses a lease-expiration anniversary.

D.
Apply the probability of the risk to derive an expected cost value of the tasks related to the risks.  If the probability is based on expert judgment, repeat the previous step to estimate the latest, earliest, and most-likely times to finish the tasks. Time can be converted to costs as they are associate with the resource.  Then average the cost of the task using the following formula:

(Cost for the late finish + (4 x (cost of most-likely finish)) + cost of early finish Budget) / 6

E.
Alternative techniques for refining probability estimates are also acceptable, including, for example, the Delphi technique.  Refer to publications on project management, statistics, or operations research for details.

1.10.4.4 Planning the Project Risk Response

A.
Each weekly status meeting should include discussion of unclosed risks and planning for the response to each.  Responses should include alternative actions, so a second approach can be enacted if the first does not solve the problem.  Common responses include:

1.
Shifting resources from non-critical path items to work on critical path tasks

2.
Hiring additional resources on a temporary basis

3.
Using experts from outside the project team to work on specific tasks, or to help “sell” ideas that are meeting resistance

4.
Finding commercially-available substitutes for items that were planned for development

5.
Waiting for the risk to develop further

6.
Accepting the risk (for example, accepting a schedule delay and the possibility of lower profit margin)

B.
Software projects frequently use prototyping for risk mitigation.  The developers conduct a project within the project, with documented plans, requirements, and schedule milestones.  If the prototype is intended for later reuse, all practices and standards applied to the deliverable software should be applied to the prototype.  Information gained from the prototyping effort should be continually used to assess the priority of the risk item.

C.
Triggers for each risk should be identified and date of the next trigger event tracked.  At a minimum, the following triggers should be established for the each risk:

1.
Date risk will transition to next higher level

2.
Date alternative will be invoked

3.
Additional triggers could include:

a.
Date risk will be considered for "tuner"

b.
Date risk will transition to next lower level

c.
Date of resolution +/- 30 days status

D.
Following the meeting, the risk owner or RM updates the Risk Report software or form to note any action taken or changes in criticality.  Then risk mitigation control actions begin.

1.
The RM shares the responsibility of risk owners to monitor all risks.  In addition, the RM may assign other team members to monitor individual Red and Yellow risks.

2.
Risk owners conduct risk control actions, reporting results to the RM for inclusion in the Risk Assessment Report.

E.
The Risk Management Program for the project should follow the guidelines documented in this guideline.  However, individual risks themselves should have clear resolution strategies documented for each risk, including drop-dead dates for moving to the alternatives.  Each alternative should also contain a risk assessment so that the risk alternative does not cause an additional risk fail-over.

1.10.4.5 Tracking Risks

A.
Stating that some number of risks has been identified is by no means sufficient for adequate project risk management.  The following activities must occur:

1.
Milestones should be tracked for each risk from the date of risk identification through the date of resolution.  No milestone should span more than ten days.

2.
Progress tracking examines the steps in mitigating the risks to ensure that the mitigation strategy contains tasks that are both measurable and on-track.  Progress of planned versus actual should be measured on a weekly basis to ensure progress is actually occurring in these critical areas.  Up arrows and down arrows indicate the direction of progress:

a.
An up arrow indicates that, barring unforeseen circumstances, the risk status will improve within 30 days
.  By definition, the up arrow cannot be used with a Green status indicator.

b.
A down arrow indicates that, barring unforeseen changes or management action, the risk status will worsen within 30 days.  By definition, the down arrow cannot be used with a Red rating.

3.
Risks should be reviewed at weekly staff meetings, formal reviews, and anytime triggers are modified and critical in nature.  Risks are tracked in the project management database (or on the Risk Report forms) and status formally briefed in the Risk Assessment Report.

B.
Risk management activities are recorded in the schedule as any other tasks on the project with planned versus actual progress measured accordingly.  On a monthly basis (or more frequently if desired), the Risk Assessment Report (GTA-PMO-TEM-010) deliverable is prepared and delivered to the customer and / or senior management.

1.10.4.6 Forecasting Risks

A.
Risk forecasting involves measuring percent completion of a project, the types of risks discovered to date and projecting into the future the additional number of risks by category and type that may be discovered.  For instance, consider the following example shown in Figure 7:
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Figure 7: Risk Forecast

B.
If there were a number of risks opened during the System Analysis Phase and the System Design Phase, and between the two phases the number of risks per phase continued to grow, it may be assumed that the same growth rate will probably occur for the subsequent phase.  Such trending should be tracked to ensure that the growth is kept to a minimum and that the number of risks does not keep escalating faster than they close.  Note also that the number of critical risks is constant throughout the project.  This indicates a need to consider the “timing” of risk mitigation and alternatives.

1.10.4.7 Holding Monthly Program Reviews

A.
The program-level tasks in risk management occur in relation to the monthly program review meetings.  Project management teams prepare summary materials for review by the Program Manager, including recommendations for mitigating strategies. The Program Manager has the responsibility for assessing the critical risks and for deciding the tactics to employ to lessen the risk impact.

B.
The monthly cycle begins with updating the Risk Assessment Report and the Risk Barometric Chart, and preparation of notes and a Top Ten Risks list for the meeting.

1.
The updating of the Risk Assessment Report should include compilation of individual risk reports, or a summary report from project management software, as an Appendix.

2.
The notes should include recommendations for risk mitigation.

3.
The Top Ten Risks list should summarize the most critical risks with statements like the following example:

If the technician is not available on July 15, development of the reporting capability will lag and the project will complete late. Each week of delay will add an estimated $20,000 a week to the project cost.  Based on discussions with Human Resources, we have a 10% chance of a one-week delay, a 5% chance of a two-week delay, and no chance of delay past two weeks.
C.
The Program Manager will appoint a scribe for the meeting, who will publish the minutes to all project management teams.

1.10.4.8 Preparing the Risk Assessment Report (RAR)

A.
The RM is responsible for customizing the RAR at project startup, and for maintaining the Report throughout the project life cycle.  The activities within this task include:

1.
Building the list of Top Ten Risks as the project proceeds, and updating the list as needed  (The list appears as a table in paragraph 2.0 of the Report.)

2.
Completing the Risk Barometric Chart in paragraph 3.0 of the Report, and maintaining the chart as the project proceeds

3.
Developing counts of the risks in each risk classification, and the status for each classification, for inclusion in paragraph 4.0 of the Report  (The counts and status should be updated weekly.)

4.
Inserting summaries for the risks in each classification, for inclusion in paragraph 5.0 of the Report, and updating the summaries to reflect status  

B.
Completing the Risk Analysis Profile (GTA-PMO-FOR-026) at the end of the first month of the project, and updating the profile as necessary thereafter  (The Profile is included as Appendix A of the Risk Assessment Report.)

C.
Compiling copies of the individual Risk Reports, and appending the copies as Appendix B

1.10.4.9 Generating Other Reports

A.
Each week, reports are generated out of the PM database by the Project Administrator in preparation for the weekly staff meeting.  These reports should cover not only the detail of the risks, but metrics should be reported for the following:

1.
Projected Risk Volume

2.
Actual Risk Volume

3.
Average Time for Risk Closure

4.
Open Risk Aging to include:

a.
Number of Risks Less than 1 week

b.
Number of Risks greater than 1 week and less than two weeks

c.
Number of Risks greater than two weeks

B.
Risk volume (number of generated risks) that is significantly higher than the projected risk volume, or Open Risk Aging (where more than a few risks are reported in the “red zone”) should be considered a risk to the project and should be reported to senior management by the Project Manager for assistance.

1.10.4.10 Escalating Risks to the Portfolio Oversight Group (POG)

A.
When risks are not cleared prior to their planned resolution dates, they should be elevated to provide senior management visibility.  In cases when the risk resolution date coincides with the dates of formal reviews, the formal review may be used to raise the risk as a risk in accordance with the formal review.  All risks that do not clear prior to their resolution date should be added to the formal Risk Assessment Report deliverable in accordance with the Project Charter schedule.  In no case should risks be allowed to continue to age because of deliverable dates and schedules.

B.
When risks are not resolved prior to the resolution date assigned, the risk shall be elevated to become a threat, requiring immediate Special Management Review to formally mitigate the threat.  The risk management database shall be updated to reflect the final mitigation.

1.10.5 Activities for the Risk Owner

1.10.5.1 Analyzing Individual Risks

A.
The purpose of risk analysis is to transform risk data into decision-making information.  The transformation begins with qualitative analysis, which usually produces enough information for decision-making.  More rigorous quantitative analysis may be justified if the potential threat justifies the effort.

B.
The person designated as the owner is responsible for initial fact gathering and analysis.  The analysis at this stage is to evaluate the risk for technical, cost, and schedule risk factors and the potential effect on project completion. The objective of qualitative analysis is a rough-cut estimate that will give management the basis for making an informed decision on the amount of attention to dedicate to the risk.

C.
To present the analysis, the owner should provide the information found in the beginning of Section III of the Risk Report form:

1.
Detailed Impact – The specific effects the risk could cause.

2.
Estimated Dollar Value of Impact – A rough order of magnitude estimate of cost.

3.
Basis for Estimated Probability – The method the owner used to estimate the likelihood of the risk occurring.

4.
Estimated Probability of Occurrence – The likelihood of the risk occurring.

D.
When explaining the basis for the estimated probability, follow these guidelines:

1.
If the estimate is based on the application of mathematics, state the formulas and values.

2.
If the estimate is based on a sequence of logic, summarize the logic.

3.
If the basis is expert judgment alone, enter Not Applicable.  This is appropriate at this level of analysis, particularly when the risk is of a political nature.

4.
For any answer other than Not Applicable, state any assumptions in the estimate.

E.
On completing the analysis, the owner should notify the RM.

1.10.5.2 Monitoring Risks and Risk Resolution Activities

A.
The risk owner is responsible for monitoring the status of each owned risk, and the occurrence and results of risk resolution activities.

B.
At minimum, this includes attendance at weekly status meetings, updating of tracking data in the risk report, and acting as a watchdog for the dates when the criticality status changes:

1.
At 45 days from the target resolution date, the risk criticality moves to Red status.

2.
At 90 days from the target resolution date, the risk criticality moves to Yellow status.

3.
If either threshold is crossed, the risk owner must notify the project RM.

C.
Owners should take a more active role, however, coordinating and facilitating the resolution activities for the risk.

1.10.5.3 Formally Reporting on Risks

A.
Each Owner will prepare briefing materials for the Project Manager to present at the monthly Program Review, periodic informal reviews, and at major project/product life cycle reviews.  

B.
The information on the Risk Report form will usually suffice for the briefing material but the Project Manager may request additional background material as needed.

1.10.5.4 Closing Risks and Conducting Lessons Learned Sessions

A.
Risk owners are responsible for the formal closing of risks by updating the tracking section of the Risk Report (or making an entry in the project management software) and conducting a lessons learned session.

B.
The purpose of the lessons learned session is twofold: Ensuring the team understands – and avoids – the conditions that opened the project to the risk; and recording the lesson for other projects in the program and throughout GTA.

1.11 Progress Tracking / Measurement

A.
Metrics for this process are described in paragraph 1.10.4.9, Generating Other Reports, and in the specific elements of the Risk Report form. No additional measurements are required.

1.12 Verification

A.
QA will verify the risk management processes on a quarterly basis throughout the project life cycle. The activities and process will be reviewed by the PMO on a regular basis.  QA will conduct periodic audits of the process.

B.
QA will examine the process and the product by use of the following QA checklists and questionnaires against the listed guidelines, forms and deliverables:

	Guidelines, Deliverables or Forms
	Document Number

	Risk Management Guideline
	GTA-PMO-GLI-202

	Risk Assessment Report
	GTA-PMO-TEM-010

	Risk Analysis Profile 
	GTA-PMO-FOR-026

	Risk Management Plan
	GTA-PMO-TEM-010A

	Risk Report
	GTA-PMO-FOR-013






































� This document is a reference from the Georgia Technology Authority (GTA) Project Management Office (PMO) created as part of the strategic continuous process improvement initiative.  Questions or recommendations for improvement to this document may be forwarded to any GTA PMO member.


� The PMI( definition of risk includes events that could have positive impact.


� For example, difficulty in quantitative analysis should drive improvements in risk management planning.


�  Routine risks should be reviewed monthly.  Important risks should be reviewed no less than bi-weekly and critical risks be tracked and reported on a weekly basis.


� External risks include risks posed to the project by factors outside the control of the project or program, such as economic conditions or legislative actions.


� Timeframes listed here are examples. Actual time frames would depend on the overall length of the project or project phase.


� The chart will have an accompanying table listing the names, tracking numbers, and key letters for each risk.


� The duration will be relative to the total project/phase length.
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