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PREFACE TC "PREFACE" \f C \l "1" 
The State of Georgia Information Security Strategic Plan aligns with the State of Georgia Information Technology Strategic Plan, especially its focus areas of IT Governance and Security. While we strive to provide our constituents with faster, easier, and friendlier delivery of service and our employees with the tools necessary to enhance productivity, we must also protect the information assets required to carry out the State’s multiple missions.  
We define information security to be the protections afforded to an information asset in order to obtain its objectives for confidentiality, integrity, and availability.  Different types of information assets have different objectives, and the methods of protection may vary. This strategic plan accounts for those differences through the use of a risk management framework and its appropriate application to Georgia’s information assets.

Information security in a “Best Managed State” must be balanced with the other priorities of the State. It must be integrated into the daily actions of State employees, it must be balanced against the mission related priorities of the agencies, and it must ensure the privacy of our constituents. Information security is also a facilitator. By focusing on common methods of protection, and documenting the risks associated with different information assets, information security facilitates the sharing of information between State agencies to better serve our constituents.
The purpose of this strategic plan is to establish a focus on information security. It does this by considering the information security needs of Georgia, the privacy concerns of our constituents, and the laws governing the protection of information. The areas of focus are:
1. Business Continuity – planning for the continuation of State operations during and after a crisis or disaster.

2. Risk Management – use of a consistent risk management process for the security of information assets.

3. Workforce Training – training our workforce on their roles and responsibilities related to information security.

4. Standardization – setting control standards so agencies may rely on each others controls when sharing information.

5. Collaboration – working with federal and local government partners as well as private industry and citizens to share information for the purposes of better protecting our constituents.

These focus areas are truly strategic in nature and will set the overall direction for information security for Georgia. They are not designed to address specific technology projects currently underway or proposed, nor do they address a specific agency or agenda.  
This strategic plan is a living document.  As technology continues to progress and the role of the State continues to evolve, this plan will adjust to reflect those changes.  The plan will be reviewed annually and fine-tuned accordingly.  There will be an annual status report that will address the ongoing projects and information security initiatives.

FOCUS AREAS TC "FOCUS AREAS" \f C \l "1" 
1. Business Continuity
2. Risk Management
3. Workforce Training and Awareness
4. Standardization
5. Collaboration
FOCUS:  Business Continuity TC "Customer Service" \f C \l "1" 
The State of Georgia must continue to provide essential services during and after a crisis or disaster.

ABSTRACT:

Georgia provides many essential services which must be available with minimal or no interruption regardless of the circumstances. Business Continuity is the business process for identifying those essential services and developing appropriate contingency plans for the continuation or reestablishment of those services regardless of the circumstances. 
State agencies must identify their critical business functions and assess the impact should those functions not be available for some duration. They must develop and test contingency plans so the maximum outage duration is not exceeded. If the business function requires the availability of information systems, those systems must be included in the plans.
GOAL:  
That all critical business functions of Georgia are identified, and that each has a tested business continuity plan insuring appropriate continuation or reestablishment of operations during and after a crisis or disaster.
OBJECTIVES:  

Identify and develop plans to continue to provide critical services during a crisis or disaster.

Develop plans to reestablish less critical services in a planned and prioritized manner after a crisis or disaster.
STATE GOALS SUPPORTED:  

Healthy Georgia 

Educated Georgia  

Safe Georgia (Criminal Justice)

Safe Georgia (Transportation)

Growing Georgia

Best Managed State 

FOCUS:  Risk Management TC "Customer Service" \f C \l "1" 
The State of Georgia will appropriately protect the information assets of our constituents and the State.
ABSTRACT:

There are many types of information assets used by the State to conduct its business. Some of these assets have information security requirements defined in laws and regulations but all State information has value. The asset owners are responsible for managing the risks associated with the collection, handling, storage, use, and disposal of information.
To facilitate the information risk management process, Georgia will adopt the federal government’s risk management framework as developed and documented by the National Institute of Standards and Technology (NIST). The framework assists the owners in understanding the risks associated with their information and information systems, and supports their decision making processes with respect to those risks.
GOAL:  
That every owner of a State information asset has the necessary knowledge to make sound decisions regarding the risks associated with their asset. 
OBJECTIVES:  

Increase the quality of the decision processes associated with the protection of State information assets.

Support the information security needs of our federal partners by appropriately protecting the information they share with the State.
Protect our constituents from potential crimes such as identity fraud.

STATE GOALS SUPPORTED:  

Healthy Georgia 

Educated Georgia  

Safe Georgia (Criminal Justice)

Safe Georgia (Transportation)

Growing Georgia

Best Managed State 

FOCUS:  Workforce Training and Awareness TC "IT Workforce" \f C \l "2" 
The State of Georgia will train its personnel on their roles and responsibilities for information security.
ABSTRACT:

The key to information security is people. Just as all State workers are responsible for supporting the Governor’s Customer Service Initiative, they are also responsible for information security. In addition, some workers have additional responsibilities such as information security oversight and incident response.

The State’s workforce will be made aware of their basic information security responsibilities through an awareness program. It will explain practical and simple steps that all employees should know for protecting the State’s information assets. In addition, those workers with more specific information security roles will have training opportunities to assist them in learning those roles.

GOAL: 

Appropriately train all State workers about the role they play in protecting the State’s information assets.
OBJECTIVES:

To increase workforce awareness of information security by making available a self study information security awareness program.
To make available additional training opportunities and materials for those State workers with additional information security related responsibilities.
To provide a mechanism for members of the workforce to get answers to specific information security related questions.
STATE GOALS SUPPORTED:  

Healthy Georgia 

Educated Georgia  

Safe Georgia (Criminal Justice)

Safe Georgia (Transportation)

Growing Georgia

Best Managed State 

FOCUS:  Standardization TC "IT Governance" \f C \l "1" 
The State of Georgia will protect information assets through the use of technical security standards and services.   

ABSTRACT:

Georgia is committed to being a good steward of the public treasury as well as its information assets. This includes the appropriate sharing of information from one agency to another for the benefit of our constituents. The use of standard technical security methods and services will facilitate the sharing of information, the reduction of the costs associated with the methods and services, and a better understanding of the risks associated with information assets.

The Federal Information Security Management Act (FISMA) of 2002 compelled the National Institute of Standards and Technology (NIST) to develop a standard risk management framework and supporting documentation for use by all Federal Agencies. The State will leverage this work and develop our information security programs, standards, and services using NIST’s documents. By using one set of standards statewide, information security will become more consistent and utilitarian. Standardization will also allow the creation of uniform information security related services, as well as the creation of a trust relationship model between agencies.
GOAL: 
Improve the State’s information security by developing standard methods of protection and delivery of consistent information security related services.
OBJECTIVES:  

Develop measurable and verifiable information security standards for use by the State.

Develop a standard web application assessment service.

Develop a standard manner for documenting the State’s business continuity plans.
Develop and adopt a common information security architecture.
Identify common information security methods and products that may be shared.

STATE GOALS SUPPORTED:  

Best Managed State 
FOCUS:  Collaboration TC "Enterprise Collaboration" \f C \l "2" 
The State of Georgia will gather and share information security related information with the Federal Government as well as with local governments.
ABSTRACT:

Strong information security programs must maintain awareness of developments in IT including newly discovered vulnerabilities and recently identified threats. They should also collaborate with other programs by sharing information that is useful to those programs. To this end, the Federal Government has established an organization called the Multi State Information Sharing and Analysis Center (MS-ISAC). 

The MS-ISAC members report information related incidents and they receive reports of current information security related incidents. Members also use the MS-ISAC to collaborate with peers on information security related issues.
Georgia will establish mechanisms to share and collect information security related information with the Federal government, local governments and law enforcement as well as all State agencies. These different entities will be encouraged to collaborate on information security education and issues.
GOAL: 
Facilitate the sharing of information security related information with the Federal government, local governments and law enforcement.
OBJECTIVES:  

Establish a web based service for sharing information with the local governments and Georgia agencies.

Participate fully in MS-ISAC activities and leverage the MS-ISAC for the benefit of the State.
Establish an information security knowledge base for use by the State.
STATE GOALS SUPPORTED:  

Healthy Georgia 

Educated Georgia  

Safe Georgia (Criminal Justice)

Safe Georgia (Transportation)

Growing Georgia

Best Managed State
Where Do We Go From Here? TC "Where do we go from here?" \f C \l "1" 
The State of Georgia has positioned itself as a great state to live, work and play; now we are striving for the ranks of Best Managed.  When technology is used to create faster, friendlier, and easier service offerings for our constituents, it sometimes requires the handling and processing of sensitive information. The appropriate protections must be in place to protect our citizens.

Information security is an enabler of services. Without appropriate security many services currently offered by Georgia would either be too costly or too difficult to deliver effectively. As Georgia progresses into the new age of innovation, information will continue to be critical. This document should serve as a starting point for the agencies to ensure that all existing projects and those on the horizon are delivered with a full understanding of the risks presented.
The Georgia Technology Authority’s Office of Information Security will be contacting Agencies to assist in the development of agency specific tasks in each focus area. The two initial steps for most organizations will be to:

1. Produce a list of key business processes and owners for use in the business continuity focus area.

2. Produce a list of information systems and owners for evaluation in the risk management focus area. This list should also identify the business processes in item 1 supported by the systems.
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