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User Authentication/Identify Management (Workflow Breakout B)
1) Innovation Summary  
Georgia has the opportunity to simplify user authentication so that users can more easily enter secure systems and user identity can more easily be managed. This opportunity calls for users to have strong authentication for sensitive systems without having to remember complex passwords. 
2) General Information
a. Innovation Name: User Authentication/Identify Management
b. Submission Date: November 13, 2014
c. Business Sponsor(s), Agency and Phone Number (designate lead if multiple)
d. [bookmark: _GoBack]Name of Sponsor Organization: TBD
e. Innovation Team Lead; primary point of contact (Name, Contact #): TBD
f. Participating Agencies (agency name and point of contact for each participating agency): TBD
3) Purpose of Innovation Opportunity Brief
The purpose of this innovation opportunity brief is to coalesce enterprise interest in a simpler sign-on experience for state employees, to establish a project to identify a solution, build a business case for enterprise implementation of the solution, and to identify a sustainable funding model for maintaining the solution long-term. 
4) High-level business impact 
a. State-wide Benefits Summary: Simplified processes across many functions; helps streamline processes in many domains
b. Categorized Benefits:
i. Financial: saves time; less ID management support needed from service desk
ii. Quality & Efficiency: saves minutes everyday
iii. Customer Experience: 
iv. Employee Morale: less frustration during user authentication; fewer password resets
v. Others: enterprise view and solution relieves agencies of having to work the issue
c. Outline, at a high-level, what business functions/processes may be impacted (including the impact to the organization), and how.
i. Almost any sensitive process calls for authentication of users – this is an opportunity to make all authentication simpler, faster and more reliable.
d. What state-wide benefits do you anticipate as a result of a completed initiative? 
i. Time spent on authentication will be reduced across the enterprise
ii.  The risk of security breaches is reduced
e. How many agencies have agreed to support this effort (i.e. does the product/solution span the enterprise or multi-agency missions? Is the product/solution sought jointly by multiple agencies?) TBD

5) Alternative solution approaches (if known) –
a. If a solution or multiple solutions are known, please describe how it will be sustained within the Georgia government environment
i. Single sign-on
ii. Biometrics-based authentication 
b. If a solution is known, please indicate where it has been successfully used and describe how that use is similar to the intended use in Georgia.
6) Measures of Success
a. User time saved.
b. Password resets reduced
c. ID management vendors have metrics on improvement – look for other measures
7) Primary Customers/Constituents Impacted
8) Pilot or Proof of Concept Required (if known)
a. If analysis has been started or a viable solution has been deemed an early match for Georgia, and a limited Pilot or POC is needed, indicate here the desired approach and timeframe with funding requests required to implement.
9) Preferred solution (if known)
a. If analysis has been started indicate here the desired approach and timeframe with funding requests required to implement based on preliminary analysis.



The following two categories are for administrative purposes
10) Please indicate the category that best describes your initiative (from Digital Government Innovation awards categories) Performed by innovation committee during innovation request review (check all that apply)
· Cross-boundary Collaboration and Partnerships  
· Data, Information and Knowledge Management  
· Digital Government – Government to Business  
· Digital Government – Government to Citizen  
· Enterprise IT Management Initiatives  
· Improving State or Local Government Operations  
· Information Communications Technology Innovations  
· Open Government Initiatives  
· Cyber Security Initiatives  

11) What stage of the Innovation Process will this initiative enter? Performed by innovation committee during innovation request review 
1. Identify and Submit Innovation Opportunity (describe business need)
2. Review and Assess 
3. Define and Evaluate Solutions 
4. Recommend Implementation (finalize financial business case)




Notes
· Name of Opportunity: User Authentication/Identify Management
· Opportunity Summary (what is the problem/opportunity we’re addressing –brief synopsis): A waste of employee time to have multiple IDs; from a process perspective it adds complication. 
· Primary Agency Contact for further information: Collaborating Agencies: Kate Furman?
· Business Functions and/or Processes and how Impacted: 
· State-wide Benefits Summary: Simplified processes across many functions; helps streamline processes in many domains
· Categorized Benefits:
· Financial: saves time 
· Quality & Efficiency: saves minutes everyday
· Customer Experience: 
· Employee Morale: 
· Others: enterprise view and solution relieves agencies of having to work the issue
· Measures of Success: systems replaced or reduced (AOC uses active directory, may not need it in the future). How much time will be saved over time. Password resets. ID management vendors have metrics on improvement. 
· Primary Customers/Constituents Impacted: Grant Mgrs., constituents of GA, Executive team, Program Mgrs., Federal Gov, Enterprise Support agencies 
· Primary Agencies Impacted: All State Agencies 
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