Identity Management

Ensure that all users (internal, external and temporary) and their activity on IT systems (business
application, IT environment, system operations, development and maintenance) are uniquely identifiable.
Enable user identities via authentication mechanisms. Confirm that user access rights to systems and data
are in line with defined and documented business needs and that job requirements are attached to user
identities. Ensure that user access rights are requested by user management, approved by system owners
and implemented by the security-responsible person. Maintain user identities and access rights in a central
repository. Deploy cost-effective technical and procedural measures, and keep them current to establish
user identification, implement authentication and enforce access rights.
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