
User Account Management [1]

Address requesting, establishing, issuing, suspending, modifying and closing user accounts and related 
user privileges with a set of user account management procedures. Include an approval procedure 
outlining the data or system owner granting the access privileges. These procedures should apply for all 
users, including administrators (privileged users) and internal and external users, for normal and 
emergency cases. Rights and obligations relative to access to enterprise systems and information should 
be contractually arranged for all types of users. Perform regular management review of all accounts and 
related privileges.
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