Agency Name

Security Program

FY 2009

1.
Introduction 
(Agency name) mission is to provide constituent services by means of the sale of state logo widgets and thing-a-bobs.  The agency accomplishes this through an internet website where citizens of the state purchase these items and having an internal IT infrastructure to support business processes and communications.
(Agency’s) IT Information Security Program has been developed to support business goals and regulatory requirements for a safe and secure computing environment.  The basis for this program is derived from a risk management approach that incorporates current security assessments and last audit documentation that identifies strengths and shortfalls in the security posture.
2.    Information Security Governance 
2.1    Information Security Governance Requirements 



(Agency name) is an executive agency that participates and complies with Georgia Technology Authority Policies, Standards and Guidelines, Credit Card Industry Standards and federal regulatory requirements such as HIPAA.
2.2    Information Security Governance Components 
2.2.1       Information Security Strategic Planning



Keys areas of focus for FY 2009:




a. System Development Life Cycle (SDLC) of security devices




b. Review all agency security policies with special emphasis




1. access and authentication 





2. appropriate use



c. Develop identity management strategy

2.2.2       Information Security Governance Structures 



CIO Council 



Information Security Council

(Agency) Risk Management Board

(Agency structure that leads to the ISO)

2.2.3       Key Governance Roles and Responsibilities (Fill in as Required)
2.2.3.1  Agency Head 
2.2.3.2  Chief Information Officer 
2.2.3.3  Senior Agency Information Security Officer 
2.2.3.4  Chief Enterprise Architect 
2.2.3.5  Related Roles 

2.2.4       Federal Enterprise Architecture (FEA) (Delete)
2.2.5       Information Security Policy and Guidance 


Georgia Enterprise Security Policy



(Agency Policy)



(Federal  Regulatory Statutes)

2.2.6       Ongoing Monitoring 


(List last security assessment and/or Audit report)
2.3    Information Security Governance Challenges and Keys to Success 


(Discussion of current issues facing the security program)
* This is one of the most important areas of the report.  I recommend that you also include the “end state” here as well.
3.    System Development Life Cycle 
(Agency) is using this model for its IT assets and applications.  Currently, the agency is in the third year of a four year cycle that will see the refresh of security devices and approximately 25% of computing equipment.
4.    Awareness and Training 
The agency has implemented a security awareness and security training program that meets federal HIPAA requirements and with PCI (Personal Credit Information) credit industry standards.
Employees are required to participate and their knowledge retention is recorded for human resource purposes.

Designing, Developing, and Implementing an Awareness and Training Program 
The training program is designed using the NIST 800-50 and NIST 800-16 Guidelines and in some instances this training has been outsourced.  In other instances of implementation, such training is conducted within the agency by (Agency Name) personnel.
For the current fiscal year, 120/125 agency employees have taken the required training with an 96% pass rate.  Reinforcement training has been identified and will be conducted later this fiscal year.

Technical staff is currently undergoing training based on NIST 800-16.

5.    Capital Planning and Investment Control 
Security priorities have been identified through previously conducted assessments and audits and for the current fiscal year resources have been allocated to address the two most critical issues: SDLC of security devices and policy development
6.    Interconnecting Systems
(Agency Name) has interconnecting systems with three government business partners via applications or administrative systems and one commercial business partner:

a.  PeopleSoft


b.  GTA Enterprise Active Directory/Exchange


c.  GBA Access Control (Physical Access)


d.  PCI Payment Credit Information 
7.    Performance Measures 
Performance measures is primarily conduct by requirements as set by the Enterprise policy.
8.    Security Planning 
(see attached Security Plans)
9.    Information Technology Contingency Planning 
(see attached Business Continuity and IT Disaster Recovery Plans)
10.  Risk Management 
Risk Management is achieved through the agency’s Risk management Board.  (Agency Name) uses the NIST 800-30 as its model and incorporates agency specific processes as well.
11.  Security Assessments 
Security assessments are conducted in accordance with Federal, State and PCI industry regulatory statutes and standards
12.  Security Services and Products Acquisition (Fill in as required)
12.1  Information Security Services Life Cycle 
12.2  Selecting Information Security Services 
12.2.1     Selecting Information Security Services Management Tools 
12.2.2     Information Security Services Issues 
12.2.3     General Considerations for Information Security Services

12.3  Selecting Information Security Products 
12.4  Security Checklists for IT Products 
12.5  Organizational Conflict of Interest 
13.  Incident Response 
The agency’s Incident Response Plan has been developed using the agency governance structure for reporting, agency specific procedures and NIST 800-XX for guidance.
(see attached Incident Response Plan)
14.  Configuration Management 
Overall strategy for configuration management is to use established agency operational governance, policies and procedures that aligns with the ITIL process.
(see attached configuration management procedure)
