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About NASCIO

= National association representing state chief
information officers and information technology
executives from the states, territories and D.C.

* Founded in 1969

= NASCIO's mission is to foster government excellence
through quality business practices, information
management, and technology policy.

@| |s|




( )
Fiscal recovery and IT budgets: CIOs still seeking IT
operational cost savings, consolidation, innovations
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Cybersecurity threats! New risks, governance is
hard, funding inadequate
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Transition: systems-centric to technology as a
- service
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Project management, alternative sourcing options
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CTT—— Contlr\glng IT workforce retirements, skills gap,
"B recruiting challenges, talent management
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Focus on SMAC stack: social, mobile, analytics, cloud




Top Ten: State CIO Priorities for 2015

. Security

. Cloud Services

. Consolidation/Optimization

. Broadband/Wireless Connectivity

. Budget and Cost Control

. Human Resources/Talent Management

. Strategic IT Planning
. Mobile Services/Mobility/Enterprise Mobility

. Disaster Recovery/Business Continuity
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10. Customer Relationship Management

Source: NASCIO State CIO Ballot, November 2014




B. Priority Technologies, Applications and
Tools for 2015

Cloud Solutions; Software-as-a-service

Legacy Application Modernization/Renovation

Mobile Workforce: technologies and solutions

Business Intelligence (Bl) and Business Analytics (BA)

Disaster Recovery / Business Continuity

Security Enhancement Tools: continuous diagnostic monitoring (CDM)
Virtualization: servers, desktop, storage, applications, data center
Data Management: Master Client Index / Master Data Management
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Enterprise Resource Planning (ERP)
10. Networking (voice and data communications, unified)

NASCIO

Source: NASCIO State CIO Ballot, November 2014




The Reality of State Data Today




Government Data Landscape

Data stored across multiple
systems from multiple
agencies in multiple formats

Data quality issues: dirty
and messy

Data sharing is difficult —
format, language, access,
culture, myths

Lack of standards,
consistency

Security concerns and Little insightful, usable data
privacy issues on “customers”
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Planning and Oversight of Large, Critical Projects
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Managing Data as a Strategic Asset
Consolidation

Mobility

Cloud Services

Public Safety Broadband
Cybersecurity
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Managing Data as a Strategic Asset

How would you characterize your data management function in

terms of importance and maturity?

We have a long way to go to develop an enterprise view of data and
governance of that data as a state asset. 26.9%

We have made some progress in developing an operating discipline for 53.99
managing data.

We have a formal data management discipline that includes
governance, roles and responsibilities, and tools. 9.6%

We have a formal data management discipline that includes
governance, roles and responsibilities, and tools. We are now moving 9.6%
toward data as an enterprise asset.

Source: Charting the Course, 2014 State CIO Survey
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Value of Enterprise Data

Data has been called the ““currency” of
government. This currency must be valued
and managed as an enterprise asset

Not all data are created equal

Data value will vary depending on content,
format, timeliness, quality and utility




Asset Management

Asset management has become a priority at all levels of
government and across government domains

However, the focus remains mostly on infrastructure,
IT, physical plant, fleet and other “fixed” assets

Asset management strategies need to include
information assets. Information should be managed,
maintained and secured as a critical intangible asset.




Systems,
infrastructure and
processes for
monitoring and
maintaining an
entity’s assets
through the entire
lifecycle
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Asset Management

ACQUIRE

Negotiate agreements
for rmaxmIze value

DEPLOY

Processes to
= 3 ensure standardized,
RETIRE P committed Return
Provide for [:]II]EFE}' HEGDHEILE On Investment
disposition of assets;
disposed. auctioned,
donated and
amployas MAN A G E
purchase Implement support infra-
structure and process to
enhance productivity and
sahisfaction

CONTROL AUDIT
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Insights and
Opportunities for
States
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Data mining to identify undiscovered
patterns and establish hidden
relationships

Data analytics seeks to uncover
insights and provide understanding
quickly

Using these tools with Big Data sources
offers new capabilities and insights

High potential for improved service
delivery, cost savings, operational
improvement

SCIO

DO YOU THINK? OR DO YOU KNOW?

Improving State Government Operations Through Business Analytics

INFORMATION OVERLOAD - THREATS AND
OPPORTUNITIES
It s ey supriss thiat the amount and divarsty of data thatis collected by
stato goveenment continuss to grow. As lrge entorprisas, stato

reorminal data growth. Somia of the conkrbut-
ng fact
= Th an ducting
the
= Legisiation pariornancs measanament, matrics tracking,
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tha af
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Expanding volumes of Largs Objects (LOBs) such as videos, images,
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State is already highly invested and has substantial capabilities

State has some capabilities in certain agencies
State is still investigating solutions

State has no investment

NASCIO
pX¢
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Few states are “highly N
invested” in data analytics N " St covernmentst

The Big Data Revolution - Impacts for State

capabilities today LW = Pl e

Successful, but tactical
implementations in agencies

Primary focus on fraud, abuse,
Improper payments, recovery

INFORMATION OVERLOAD - THREATS AND
OPPORTUNITIES

ber QUVernment transparoncy induding
e typas of data { e.g, ARRA of 2005,

General lack of strategic focus, ==
enterprise orientation, data R
architecture, privacy impacts
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Enterprise Data Management

- \ What is the appropriate role of the State ClO organization in

B9 ' enterprise data management?

Take the lead and advocate for data as a
strategic asset

Develop an enterprise data strategy

Create a formally documented data 51%
architecture :

Convene the stakeholders for data o
4 74.5%
governance decisions

Create a chief data officer role under the CIO 21.6%
Host a data stewards network 31.4%
Issue data governance policies 66.7%
Invest in technologies and tools 62.8%

Other §3.9%

0% 25% 50% 75% 100%

Source: Charting the Course, 2014 State CIO Survey E E @ &
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Opportunities in the States

= KY uses data mining and analytics to track controlled
substance usage patterns and develop predictive
geographic models to focus resources on “hot spots”

= MI uses data analytics and case management to
reduce unemployment fraud and overpayments

= NC uses mining and analytics to combat Medicaid
abuse and netted more than $S20 million in just five
months

= NY state has saved more than S1 billion in 10 years
with an analytics program designed to spot tax cheats

NASCIO




Major Changes in
State Data

Structured

Semi-structured

Unstructured

Sources and Format
Changing Dramatically
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An explosion in the amount of data generated, driven in part, from web-based
transactions, social media and sensors. IDC projects that the digital universe
will reach 40 zettabytes (ZB) by 2020, an amount that exceeds previous
forecasts by 5 ZBs, resulting in a 50-fold growth from the beginning of 2010.

NASCIO
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Characteristics of Big Data

Variability

Big




Analytics and Big Data: High Value Targets

Human Services

Healthcare

Revenue and Taxes

Finance, Administration, Procurement
Transportation

K-12 Education

Labor and Unemployment

Justice and Law Enforcement

0 N O NS SRy

Economic Development
10. Higher Education

NASCIO




= Substantial budget cuts: detecting
improper healthcare payments
before they occur

= Lifesaving potential: aggregate
. information about healthcare
. outcomes to reveal patterns

© Crime reduction: Police using Big
. Data technology to develop
predictive models about when and
where crimes are likely to occur
=\ Enhanced quality of life: gaining
insight into huge volumes of data
across agencies, the government
"'a.!lcan provide improved, personalized
services to citizens

|
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Source: Big Data and the Public Sector, TechAmerica Foundation
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How would you describe the status of Big Data in

your state?
The state is still investigating 41 29
opportunities for big data e
Big data underway project in one 2 89
agency =20
Big data project underway involving

. . 13.7%
multiple agencies
Several big data projects underway 11.8%
No activity at this time 21.6%
Don’t know 3.9%

ClO

Source: Charting the Course, 2014 State CIO Survey
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Indiana: Can Big Data Reduce Infant
Mortality?

Gov. Pence executive order creating a Management
and Performance Hub (MPH) for all agencies

Coordinated effort among the state's agencies, the
Indiana OIT and state OMB

MPH provides centralized data sharing, correlation
and analysis for the state in areas where multiple
agencies must work together

Initial focus: a major public health issue in Indiana

NASCIO




Infant Mortality Rates, United States & Indiana,
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Pilot: Reduce infant mortality; data from multiple state agencies

Combine 50-60 disparate databases for analytics and new insight

What? Where? Why? Eﬁ@
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Progress: Building & Using the Solution

Before
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Infant Mortality Rate by County

Statistically quantified
importance of risk factors—
many of which had never been
considered by health
professionals

There are infant subpopulations
with distinct quantifiable,
predictable underlying drivers for
death
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Source: OIT, State of Indiana

After

Establish correlation frequency

between known and previously

unknown risk factors (STDs and
STDs to deaths)

Understand the complicated
“human factors”

Regions have distinct needs based
on population demographics,
industry, access to care, etc.

Different subpopulations of
mothers have distinct risk
profiles and needs




Estimated Low Birthweight Probability Due to Prenatal Visits for Medicaid and Non—-Medicaid Recipients Across all Age Groups
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What did Indiana discover from Big Data analytics?
NASCIO

Source: OIT, State of Indiana




Managing Data: Looking Ahead...

Need enterprise imperative and governance

Inventory data systems across the enterprise to identify the array
Understand security and privacy implications

Data Divide: The Rise of Data Poverty

Power of visualization and dashboards for transparency
Challenges with state skill sets, competencies, recruiting

Expect surprises and unintended consequences!

Information Asset Portfolio
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States Need Intent, Architecture, Policies,
Processes and Methods to be Successful
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Managing Data: Looking Ahead...

DMM=™ Capability Maturity Model Levels

DM is strategic organizational capability,
most importantly we have a process for
improving our DM capabilities

Optimized
(5)

We manage our data as a asset using advantageous

data governance practices/structures

Measured

(4)

Our DM efforts remain aligned with
business strategy using standardized and
consistently implemented practices

Defined
(3)

Managed Our DM practices are defined and
(2) documented processes performed at the
business unit level

Performed Our DM practices are informal and ad hoc, dependent

(1) upon "heroes" and heroic efforts
oo lw):




The DAMA-DMBOK Functional
Framework

+ Enterpnise Data Modeling
* Value Chain Analysis
* Related Data Architecture

+ Specification

: * Analysis
* Analysis Data » Data Modeling
* Measurement Architecture » Database Design Organization & Culture
* Improvement Management = Implementation

= Critical Zuccess Factors

Data = Reparting Structures
Quality Data = Management Metrics
D'eve]opment = Yalues, Beliefs, Expectations L.
Management - Activities

= Attitudes, Styles, Preferences
= Rituals, Symbols, Heritage

Technology
= Phases, Tasks, Steps

+ Architecture . gcquisition o gm Ea;gq;risgt | - Dependencies
. i * Recove ° olandaras rotocols = Sequence & Flow
Integratlon Dats v = Selection Criteria

= Use Casz Scenarios
* Trigger Events

Governance

* Strategy
+ Organization & Roles

Database -« Tuning
-;_Operations * Retention
| Management - Purging

» Control Meta-data
+ Delivery Management

= Leaming Curves

Goals & Principles

= %isicn & Mission
= Busitess Benefits

* Policies & Standards
* Projects & Services

= Strategic Goals
= Specific Objectives

Deliverables

Document & Content * |ssues Security = Guiding Principles
: i 2 R i i = Inputs & Outputs
Management Naltation Janagement Practices & Techniques " Digtiis B0
» Standards = Recognized Best Practices - Documents

* Acquisition & Storage

= Common Approaches = Databases

+ Classification

* Backup & Recovery 4 D  hissctaiion = Alternative Techniques Roles & o @Gither Eoseuness
. gont_ent i Warshe Reference & + Authentication Responsibilities
» Retrieval 25 P
* Ret: i . Bu's"‘ess MaSter i 3 Audmng = Individual Roles
e Intemge"ce. Hanagement = Organizational Roles
Management = Busitess & IT Roles
» Architecture * External Codes - Qualifications & Skills
» Implementation * Intemal Codes
« Training & Support g”séage[g [:ata
» Monitoring & Tuning D]’r%elésiona Il?fgmt

Environmental Elements

NASCIO Functions

IR Source: www.dama.org
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